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1 OBLAA XAPAKTEPUCTUKA PABOYEN MPOrPAMMBI
NMPOPECCNOHAJIbHOIO MOAY A
NM.o2 SAlLNTA NHPOPMALUUW B ABTOMATU3NPOBAHHBIX

CNCTEMAX NMPOIrPAMMHbBIMW N TIPOITPAMMHO-ATNTIAPATHBIMA
CPEACTBAMWU

1.1. Llenb 1 nnaHupyemble pe3ynbTaTbl 0CBOEHWUS NPOGeCcCMOHaNIbHOr0 MOy S
1.1.1.B pe3ynbTaTe MW3y4YeHUs MPOGeCCUOHANbHOr0 MOAYNS CTYAEHT [O/KEH
OCBOMTb BWUA AeATeNbHOCTM 3aluTa MHGpopMauuu B aBTOMATU3MPOBAHHbIX
cucTemMax NpPorpaMMHbIMKA - M NpOrpamMHo-annapaTHbIMU  cpeacTBamMn U
COOTBETCTBYHOLLME eMY NPOECCMOHANbHbIE KOMMETEHLIMN:

Kog HanmeHoBaHMe BUAOB AeATeNIbHOCTU U I'IpO(*)eCCI/IOHaJ'IbeIX KOMI'IeTeHLI,I/II\/JI

B4 2 3awnTta MHGpopmauMm B aBTOMATU3UMPOBAHHbLIX CUCTEMAX MPOrpaMMHbLIMU U
nporpaMmHo-anmnapaTHbIMKN cpeacTBamm

MK 2.1. OcylecTBNATb YCTaHOBKY W HACTPONKY OTAEe/IbHbIX MNPOrpaMMHbIX, MNPOrpammHo-
annapaTHbIX CPeACTB 3alMTbl UH(POPMALUN.

MK 2.2. O6ecneynBatb 3aWnTy UHHOPMALMM B aBTOMATU3NPOBAHHbLIX CUCTEMAX OTAE/IbHbIMM
NnporpamMmmHbIMKU, NPorpaMMHo-annapaTHbIMN CpeacTBaMu.

MK 2.3. OcyLlecTBnATL TeCTUPOBaHME PYHKLMIA OTAENbHBIX NPOrpaMMHbIX Y NPOrpaMMHO-
annapaTHbIX CPeACTB 3alMTbl UHPOPMALUN.

MK 2.4. OcyuecTBnaTb 06pab0OTKy, XpaHeHWe 1 nepefayy MHMOOPMaLMM OrpaHNYEHHOT 0
Joctyna.

MK 2.5. YHW4YTOXaTb NH(OPMALMIO Y HOCUTENN MHDOPMALMMK C UCMONb30BAHMEM MPOrPaMMHbIX
1 nporpaMMHo-annapaTHbIX CPeACTB.

MK 2.6. OcyLLecTBNATb PErUCTPaLMI0 OCHOBHBIX COBLITUI B aBTOMaTU3UPOBaHHbIX
(MH(OPMaLMOHHBLIX) CMCTeMax, B TOM YMC/Ie C UCMONb30BaHUEM NPOrpaMMHbIX 1
nporpamMmHo-annapaTHbIX CPeACTB 06HAPYXXeHNA, NPefYNPeXAeHNa 1 NTMKBULALUN
NOCNeACTBUIA KOMMbIOTEPHbIX aTak.

1.1.2. Obwme KOMMNeTEHL NN

Kog HanmeHoBaHWe BUAOB AeATENbHOCTY Y NPOMECCUOHAbHBIX KOMMETEHL MW

OK 1  BblbupaTb cnocobbl pewweHns 3agad npodeccroHabHON AesTeNbHOCTU, NPUMEHNTENbHO
K pa3NMYHbIM KOHTEKCTaM.

OK 2 OcyLLecTBAATL MOUCK, aHaIU3 Y MHTEPNpeTaLuto MHpopMaLum, HeoOXoAUMOW AN
BbINOMHEHMS 3a4a4 NPO(ECCUOHANLHON AeATeIbHOCTH.

OK 3. MMnaHMpoBaTh 1 peann3oBbiBaTb COGCTBEHHOE MPOGECCMOHAIbHOE Y IMYHOCTHOE
pasBuTHe.

OK 4. PaboTaTb B KOMJIEKTNBE M KOMaH/E, 3PPEKTUBHO B3aMMOAENCTBOBATbL C KOIEramu,
PYKOBOACTBOM, K/IMEHTaMW.

OK 5. OcywecTBnATb YCTHYIO M NMUCbMEHHYIO KOMMYHUKALMIO Ha rocyapCTBEHHOM fA3blKe C
YYeTOM OCOGEHHOCTElW COLManbHOro U Ky/ibTYPHOr0 KOHTEKCTa.

OK 6.  TMposBnaTb rpaxnaHCKO-MaTPUOTUYECKYHO MO3ULMIO, LEMOHCTPUPOBATL OCO3HAHHOE
noBefeHNe Ha OCHOBE TPAAULMOHHbIX 00LLEeYeI0BEHECKNX LLeHHOCTEN.

OK 7.  CopelicTBOBaTb COXPaHEHUIO OKPY>KaloLLEel cpefbl, pecypcocoepexxeHnto, speKTUBHO
[leNCTBOBaTb B UPE3BbIYANHbIX CUTYaLMSIX.

OK 8. Wcnonb3oBaTb cpefcTBa (DM3NYECKON KYNbTypbl 418 COXPAHEHWS 1 YKPENIeHNs 34,0p0Bbs
B mpouecce NpogecCUOHaNbHON feaTeNbHOCTY U NoaLepXKaHe He06X04MMOro YPOBHS
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(h1M3M4eCcKoii NOArOTOBNEHHOCTH.

OK 9. Wcnonb3oBaTb MHDOPMaLMOHHBIE TEXHOIOMMU B NPOECCUOHANIbHON AeATeNbHOCTH.

OK 10. TMonb3oBatbcs NPOgecCMOHaIbHON JOKYMeHTaLueld Ha rocyapcTBEHHOM Y UHOCTPaHHOM
A3bIKax.

1.1.3. B pe3ynbTtarte 0CBOEHUS NPOYeCcCMoHaNbHOro Moayna CTYAEeHT AO/DKEH:

NwmeTb — YCTaHOBKM, HACTPOIKN MPOrpaMMHbIX CPeACTB 3alluTbl MH(OPMaLUM B
MPakTUYeCKNN  aBTOMATU3NPOBAHHOW CUCTEME;
onbIT — o6ecneyeHns 3alMTbl aBTOHOMHbIX aBTOMAaTU3MPOBAHHbLIX CUCTEM

nporpaMMHbIMU 1 NMPOrpaMMHO-annapaTHbIMK CpeiCcTBaMu,

— TeCTUPOBaHUSA (YHKUWA, [OMArHOCTMKa, YCTpPaHeHWs OTKa30B n
BOCCTAHOBNEHNA  paboTOCMOCOBHOCTM  MPOrpaMMHbIX M MPOrpaMMHoO-
annapaTHbIX CPeACTB 3aluTbl MH(OPMaLUN;

— peweHnsa 3agad 3awutel ot HCJ K MWH(popMauuMm OrpaHMYeHHOro
[JOCTyna C MNOMOLLbIO MPOrpaMMHbLIX W NPOrpamMmHo-annapaTHbIX CPeacTs
3aWmnThl MHOPMALLUK;

— NpUMeHeHns 3NEKTPOHHOIA noAnwcwm, CYMMETPUYHBIX "
ACUMMETPUYHBIX KPUNTOrpaguuecknx anropuTMoB U CPeAcTB LIM(POBaHUS
[aHHbIX;

— YyuéTa, 00pabOTKW, XpaHeHUs W nepefayn MHpopmauuu, LN KOTOPOWn
YCTaHOB/NEH PeXUM KOHPUAEHUNANLHOCTHY;

— paboTbl C NoACUCTEMaMMN PerncTpaLmm cobbITuiA;

— BbIAB/IEHUA CO6ObITHI 7 NHUMAEHTOB 6e3onacHoCTu B
aBTOMaTM3VMPOBAHHON CUCTEME.

yMeTb — yCTaHaB/MBaTb, HacTpauBaTb, NMPUMEHATbL  MporpammHble  ¥©
nporpamMmHo-annapaTHble CPeACTBa 3aLLUTbl MHpOopMaL MK,

— YyCTaHaBNuBaTb W HacTpamBaTb CPeACTBa aHTUBMPYCHOMN 3aliWTbl B
COOTBETCTBUY C NpeLbABAseMbIMU TPEOOBAHUAMN;

— [MarHocTupoBartb, YCTPaHATb 0TKa3bl, obecneymsaTb
paboTocnocobHOCTb M TecTMpoBaTb (PYHKUWM MNPOrpammHoO-annapaTHbIX
CPeACTB 3alMTbl MH(OPMaLNK;

— TMPUMEHATbL NporpaMMHble U MporpaMMHO-annaparHble cpeacTea Ans
3aWmnThl MHOpMaL MM B 6a3ax AaHHbIX;

— MpoBepsATb BbINOMHEHWE TpeboBaHMI MO 3awute WHMOPMaLUU OT
HecaHKLVOHMPOBAHHOMO A0CTyNa Npu aTTecTauumn 06bLEKTOB UH(opMaTU3ALUN
no TpeboBaHMAM 6€30MNacHOCTU UH(OPMaLLNN;

— MNPUMEHATD mMaTemaTmnyecKuii annapat ans BbINOJIHEHUA
KpunTorpaguyecknx npeobpasosaHuii;

— MCNOoMb30BaTh TUNOBbLIE MPOrpaMMHbIe KpUNTOrpagmyeckne cpeacTsa, B
TOM YMC/Ie 3NEKTPOHHYIO MOAMUCH;

— MNPUMEHATb CPeACTBa rapaHTMPOBAHHOIO YHUUTOXEHUA MHOopMaLnK;

— YyCTaHaBNUBaTb, HACTpamBaTb, NPUMEHATL NPOrPaMMHbIE 1
nporpamMmmHo-annapaTHble CPeLCTBa 3aLUTbl MHPOpPMaLMK;

— OCYLLECTBNATb MOHUTOPWUHI W PErncTpauuio cBefeHuid, Heob6X04UMbIX
ONA 3aWKTbl 06BLEKTOB WH(OpMaTtM3auuu, B TOM YWCNe C UCMO/b30BaHUEM
NporpaMMHbIX M MpOrpaMMHO-annapaTtHbiX  CPeACTB  OOHapy>XeHus,
npesynpeXxxaeHns u MKBMAaLMN NOCNeACTBU KOMMbIOTEPHbIX aTak

3HaTb — 0CO6EeHHOCTU M CNOCobbl MPUMEHEHUA MPOrpamMMHbIX U NPOrpammHo-
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annapaTtHbIX CPeACTB 3alWuUTbl MHGOPMaLUK, B TOM YMC/e, B OMEpaLMOHHbIX
cucTeMax, KOMMbIOTEPHbIX CETAX, 6a3ax AaHHbIX;

— MeToAbl TeCcTUpoBaHWA (YHKUMIA  OTAeNbHbIX  MPOrpaMMHbIX W
nporpaMMHo-annapaTHbIX CPeACTB 3alUTbl MH(OPMaLMK;

— TWMNoBble MOAENM YNpaBNeHWs [OCTYMOM, CPeAcTB, METOAOB U
NPOTOKONOB MAEHTU(UKALMMN U ayTEHTUDUKALMNN;

— OCHOBHblEe MOHATWA KpunTorpaguv M TUMOBLIX KPUNTOrpaguyecKmx
METO/0B 1 CPEACTB 3aLlUTbl MHOpMaLnK;

— 0COGEHHOCTM 1 CMNOCO6bI MPUMEHEHMSI MPOrPaMMHbIX ¥ MPOrPaMMHO-
annapaTHbIX CPeACTB rapaHTUPOBAHHOTO YHUYTOXEHUS MH(OPMaLUK;

— TWMNOBble CPeACTBa M MEeTOAbl BefeHWs ayawTa, CPeAcTB M CNoco6oB
3alWMTbl MHGOPMALMK B TOKa/IbHbIX BbIYUCANUTENbHBIX CETAX, CPEACTB 3alUThI
OT HeCaHKLMOHUPOBAHHOIO AOCTyna.

1.2. KonnyecTtBo YacoB, 0TBOAMMOE Ha 0CBOEHME NMPOYECcCMOHaNIBLHOI0 MOAY A
Bcero 602 wuyac, u3 Hux Ha ocBoeHne MAK - 338 yacos, B TOM 4uc/ie Ha

MPOMEeXYTO4YHY0 atTecTaumto no MAK - 12 yacoB, AeMOHCTPaLMOHHbIA 3K3aMeH Mo
npogeccuoHasbHOMY MOLY/HO - 12 4acoB, Ha NPaKTUKKM - 252 vaca.



2. PESYJIbTATblI OCBOEHUA NMPOPECCUNOHAJIBHOI'O MOAY 14

Pe3ynbTaTOM OCBOEHMS MPOeccroHaNbHOro MOAYNA fABMAETCA OBfajeHue
obyvarowmnmmnca BUAOM MpohecCcMoHanbHOW aesaTeNbHOCTM 3awmuTa MHopMaummn B
aBTOMAaTM3MPOBAHHbLIX CUCTEMAaxX MNPOrpaMMHbIMW M MpPOrpaMmMHO-annapaTHbIMU
cpefacteamu, B TOM  uucne npoeccnoHanbHbiMn  (MK) u  obwwmmn  (OK)
KOMMeTeHUnAMN:

Kopg HanmeHoBaHMe pe3ynbTata 06yyeHuUs

MK 2.1 OcCyLiecTBNATL YCTAHOBKY W HACTPOWKY OTAE/bHbIX MPOrPaMMHbIX, MPOrpaMmmHO-
annapatHbIX CPeACTB 3aLUThbl MH(OPMALUK.

MK 2.2 Ob6ecneunBaTh 3aLMTy MH(pOPMALM B aBTOMATU3MPOBAHHbIX CUCTEMAX OTAE/bHbIMM
nporpamMmMHbIMU, NPOrpamMmMHoO-annapaTHbIMK CPEACTBAMU.

MK 2.3 OcyLiecTBNATL TECTUPOBaHUE PYHKLMIA OTAENbHbLIX NPOrpaMMHbIX 1 MPOrpamMmMHO-
annapatHbIX CPeACTB 3aLUThbl MH(OPMALUK.

MK 2.4 OcyulecTBnATL 06paboTKy, XpaHeHue 1 nepejady UHHOPMAaLMK OrpaHNUYeHHOro
AocTyna.

MK 2.5 YHUUTOXaTb UH(OPMALIMIO N HOCUTENN UH(OPMALMK C NCMONb30BaHUEM
MPOrpamMMHbIX ¥ NPOrpamMMHO-annapaTHbIX CPe/ACTB.
OcyLIecTBNATL PEFUCTPALMI0 OCHOBHbIX COObLITWIA B @BTOMATU3MPOBaHHbIX

MK 2.6 (MH(OPMALIMOHHbIX) CUCTEMAX, B TOM YMC/E C MCMO/b30BAHMEM MPOrPaMMHBbIX U
nporpamMMHO-annapaTHbIX CPeACTB 06HAPYXXEHUA, NPeaynpexaeHnsa v NNKBUAALUN
MOCNEACTBUIA KOMMbIOTEPHbIX aTak.

OK 1 Bbl6patb  cnocobbl  pelleHUs  3agavy  NpPOMEeCCUOHaNbHOW  AeATeNbHOCTH,
NMPUMEHUTENbHO K Pas/IMYyHbIM KOHTEKCTaM.

OK 2. OcCyLLecTBASATbL MOUCK, aHA/IM3 U MHTEPMpeTaLuo nHhopmalummn, Heo6Xo4MMOoN ans
BbIMNOJIHEHUA 3aa4 NPOMECCUOHaNbHOW AeaTeNbHOCTH.

OK 3. MnaHMpoBaTh M peann3oBbiBaTb COBCTBEHHOE NMPOdeCcCUOoHaNbHOE U NMMYHOCTHOE
passuTue.

OK 4. PaboTaTb B KON/EKTMBE U KOMaHAe, 3(h(heKTUBHO B3aMOLENCTBOBATb C KO/IIeraMu,
PYKOBOLCTBOM, K/IMEHTaAMMU.

OK 5. OcCyLLecTBNATb YCTHYHO U MUCbMEHHYIHO KOMMYHMUKaLUIO Ha rocyapCTBEHHOM A3blKe
C Y4eTOM 0CO6EeHHOCTel COLManbHOro M Ky/IbTYPHOIO KOHTEKCTa.

OK 6. MpoABNATb rpaXKAaHCKO-NaTPUOTUYECKYH0 NO3ULMIO, JEMOHCTPUPOBATL OCO3HAHHOE
noBefeHNe Ha OCHOBE TPAAMLMOHHbIX 06LLEeYeN0BEYECKUX LIEHHOCTEN.

OK 7. CofelicTBOBaTb COXPaHEHWIO OKPYXatOLLEN cpefdbl, pecypcocbepexxeHuto,
3 heKTUBHO AeliCTBOBATbL B Ype3BblUaliHbIX CUTYaLUSsX.

OK 8. cnonb3oBatb cpefcTBa PU3NYECKON KYNbTYpbl A1 COXPAHEHWNA U YKPenieHns

340pOBbS B MpoLecce NPogecCMoHaNbHON AesTeNbHOCTU Y NoaLepXKaHue
Heo6X0AMMOro YPoBHS (PU3MYECKOI NOArOTOBNEHHOCTH.
OK 9. Mcnonb3oBaTbh MHPOPMALMOHHbIE TEXHOMOTUN B MPOYECCUOHA/IbHON AeATe/IbHOCTH.

OK 10. Monb30BaTbCA NPOECCUOHANBHOM AOKYMEHTaLMEN Ha rocy4apCTBEHHOM U
MHOCTPaHHOM fA3blKax.



3.1.

Kogpl
npodgeccroHa
bHbIX 00LLMX
KOMMETEHLMIA

MK21 -
MK 2.6
OK 1-OK 10

MK 2.4
OK 1-OK 10

3. CTPYKTYPA TIPOPECCNOHAJIbHOIO MOAY 1A

CTpyKTypa npoeccnoHansHoro mogyna NM.02 3awmrta nHopmaLmm B aBToMaTU3NPOBAHHbIX CUCTeMax
nporpaMMHbIMWN N NporpaMmMHo-annapaTHbIMW CpeacTBaMu

HavimeHoBaHUA pa3gesnos
MPOeCCMOHANBHOTO MOZY/S

Pasgen 1 moaynsa. lNpumeHeHne
nporpaMmMHbIX 1 MPOrpamMmMHO-
anmnapaTtHbIX CPeACTB 3alUTbl
NH(opMaLmK

Pasgen 2 moayns. NpumeHeHne
KpunTorpapuyecknx cpeacrs
3alWmnThl MHpOpMaLMK
IMpoun3BoAcTBEHHAsA NpaKTMKa (Mo
NPOgUNI0 CnewmnasibHOCTK), YacoB
(ECJ'II/I npegycMoTpeHa nTtoroeas
(KOHUEHTpMpOBaHHas) NPaKTUKa)
ﬂpomex(yTquaﬂ arrTectayunsa
JK3aMeH Mo
NpoeccMoHaIbHOMY MOAY/HO
(AeMOHCTPALMOHHbI 3K3aMEH)
Bcero:

O6bem
obpasoBa-
Te/bHOWN
nporpammbil,
yac.

252

180

144

12

12

602

O6bem NpoeccnoHanbHOI0 MOAY NS, Yac.

O6yueHwne no MK, B yac. MpakTnku
B TOM uucne
eGHas npousBoAcTBeHHass ~ CamocTosA
BCEro, NnabopaTopHbIX N Kypcosas y NPaKTnKa, Te/ibHaA
paTop pa6ota MPaKTUKa,
Hacos NPaKTUYECKMNX yacoB pa6oTa
- (npoeKT)’ 4yacoB
3aHATUI
yacoB
180 48 30 72 - -
144 56 - 36 - -
144 —
12 - — - — —
12 - - - - —
348 104 30 108 144 —



HanmeHoBaHWe pa3fesnos
npogeccMoHanbHOro

moayns (MM),

MeXANCLUNINHAPHbIX
Kypcos (MAK) n tem

1

3.2. TemaTM4YeCcKMin NnaH 1 cogepxkaHue npodeccruoHanbHoro moayns (M)

CopepxxaHune yyebHoro matepuana, nabopatopHble paboTbl U NPaKTUUYECKME 3aHATUSA,
camocToATeNbHasA paboTa obyyarowerocs, Kypcosas paboTa (NPoeKT)

2

Pasgen 1 mogynsi. MpumMeHeHe NPOrpaMMHbIX ¥ MPOrpaMMHO-annapaTHbIX CPeACTB 3alMTbl MH(pOPMaL MK

MAK.02.01. MporpaMmHble U NporpammHo-annapaTHble CpeAcTBa 3alWuTbl UHGOPMaLNK

Pasgen 1. OCHOBHble MPUHLMMbI NPOrpaMMHON 1 MPOrpaMMHO-annapaTHON 3aWwnTbl MHQOpPMaLnn

Tema 1.1. lMpeameT u
3afja4un nNporpammHo-
annapaTtHol 3aLuTbl
NH(opMauumu

Tema 1.2. CtaHgapThl
6e3onacHoCTM

Tema 1.3. 3awmueHHan
aBTOMaTU3MPOBaHHaA
cucTema

CopepxaHune

MpeameT ¥ 3agaym NPorpamMMHO-annapaTHON 3aWnTbl MHOPMaL MK

OCHOBHble MOHATUA NPOrpaMMHO-annapaTHoO 3alWmMTbl NHHOPMaLMK
Knaccugpukaumsa MeTooB 1 CpeCcTB NPOrpamMmMHO-annapaTHON 3aLnTbl MHGOpMaLmMm

CopepxaHue

HopmaTtrBHble NpaBOBble aKTbl, HOPMATUBHbIE METOANYECKME LOKYMEHTbI, B COCTAaB KOTOPbIX BXOAAT
Tpe6oBaHMA 1 peKOMeHAAL MU NOo 3aWwuTe NHHopMaLMM NPOrpaMMHbLIMU U NPOrPaMMHO-annapaTHbIMU
cpencTBamu. MNpounm 3almMTbl NPOrpaMMHbIX U NMPOrpamMmMHO-annapaTHbIX CPeAcTB (MeXCeTeBbIX 3KPaHOB,
CPeLCTB KOHTPO/A CbeMHbIX MALUIMHHBIX HOCUTENe MHopMaL MK, CPeacTB LOBEPEHHON 3arpy3Kku, CpeacTs
aHTVBMPYCHOW 3aLLMTbl)

CraHpapTbl M0 3aluTe MHpopMaLmm, B COCTaB KOTOPbIX BXOAAT Tpe6OBaHWUA 1 peKOMeHaLun no 3aliute
MHOPMaLMM NPOrpaMMHbLIMUK U NPOrpaMMHO-annapaTHbIMK CPeACcTBaMu.

TemaTuKa NPpaKTUYECKMX 3aHATUI 1 nabopaTopHbIX paboT

O630p HOpMATMBHbIX MPaBOBbLIX aKTOB, HOPMATUBHbIX METOAMNYECKMX LOKYMEHTOB MO 3aLinTe NHHOopMaLnK,
B COCTaB KOTOPbIX BXOAAT TPe6OBaHWA U peKOMeHaL M1 no 3alnte nHPopmawm nporpaMMHbIMA 1
nporpamMmmHo-annapaTHbIMK cpeacTBaMu. PaboTa ¢ cofep)kaHMem HOPMATUBHbIX MPaBOBbIX aKTOB.

O630p cTaHaapToB. PaboTa ¢ cofepXKaHnem cTaHAapToB

CopepxaHue

ABTOMaTM3aLmMs npouecca 06paboTKy NHGPopMaLmm

MoHATMe aBTOMATU3MPOBAHHOWN CUCTEMbI.

OcobeHHOCTH aBTOMaTU3NPOBaHHbIX CUCTEM B 3allULLLEHHOM NCIMOMHEHUMN.
8

O6beEM
yacos

230
180



Tema 1.4.
[Jectabunusnpyrolee
BO3AENCTBME HA OOBLEKTHI
3aWuThl

Tema 1.5. [MpuHUUNBI
nporpamMmHo-annapaTHOM
3aWmMTbl UHPOpPMaLUK oT
HeCcaHKLVOHNPOBAHHOIO
AocTyna

OcHoBHbIe BuAbl AC B 3alULLLEHHOM UCMONHEHNN.

MeTogb! co3naHNsA 6e30MacHbIX CUCTEM
MeToA0/10rNsA NPOEKTUPOBAHUA rapaHTUPOBaHHO 3alinLLeHHbIX KC

JVCKpeunoHHble Mogenn
MaHpaTHble Moaenu

TemaTnKa NpaKTUYECKMX 3aHATUI 1 nabopaTopHbIX paboT

Yuet, 06paboTka, XpaHeHne 1 nepegaya nHpopmauumn 8 AVC
OrpaHunyeHne LOCTYMNa Ha BXOL B CUCTEMY.

NaeHTudunkanmsa n ayteHTUMKaLms nosb3osaresen

PasrpaHuyeHune goctyna.

Peructpauus cobbiTnin (ayaur).

KOHTpPO/b LenoCcTHOCTA faHHbIX

YHUUTOXEHNE OCTATOYHOW MH(OpMALUK.

YnpaBneHne NoANTUKoN 6e3onacHoCcTU. LL1abnoHbl 6e3onacHoCTH
KpunTtorpadguyeckas sawmta. O630p nporpamMmm LWNGpoBaHnUA AaHHbIX
YnpaBneHne NoAnTUKoli 6esonacHocTU. LL1a6noHbI 6e30nacHoOCTH
CopepxaHune

NCTOYHMKM fecTabunmsnpyroLero Bo3aeicTBna Ha 06beKTbI 3auUThbl
Cnocobbl BO3AeNCTBUA Ha MH(OPMaLUIO

MpUYnHbLI 1 YCNOBUA [eCTabUIN3NPYIOLLEr0 BO3AENCTBUA Ha MH(OPMALMIO
TemaTuKa NpakTUYeCKMX 3aHATUIN U nabopaTopHbIX paboT
PacnpefeneHue KaHa/0B B COOTBETCTBUM C UCTOYHMKAMU BO3AENCTBUA HA UHDOPMALMIO
CopepxaHune

[MoHATME HECaHKLMOHMPOBAHHOIO A0CTYMNa K MH(hopMaLmm

OCHOBHble NOAX0Ab! K 3alinTe nHhopmauun ot HC/A,

OpraHu3sauusa foctyna K haitnam, KOHTPO/b JOCTYyNa W pasrpaHuyeHve 40ocTyna, nepapxmyeckmin 4octyn
(havinam. Pukcauma foctyna K gainnam

JocTyn K JaHHbLIM CO CTOPOHbI MpoLecca

OC06eHHOCTH 3aLLUTBI JaHHbIX OT U3MeHeHus. LLindposaHme.

TemaTuKa NPakTUUYeCKMX 3aHATUI U nabopaTopHbIX paboT
OpraHu3sauusa foctyna K thainnam



O3HaKoM/IeHMe C COBPEMEHHbIMM NPOrpaMMHbLIMU U MPOrpaMMHO-anmnapaTHbIMU CPeACTBaMM 3alUThbl OT
HC/A,

Pa3sgen 2. 3aWjmMta aBTOHOMHbIX aBTOMAaTU3NPOBaHHbIX CUCTEM

Tema 2.1. OCHOBbI 3aLWUThI
aBTOHOMHbIX
aBTOMaTU3MPOBAHHbIX
CUCTEM

Tema 2.2.3awmTa
nporpamm OT U3y4YeHus

Tema 2.3. BpegoHocHoe
nporpamMmHoe obecneyeHune

CofepxaHue

PaboTa aBTOHOMHOI AC B 3aLLULLEHHOM peXume

Anropuntm 3arpy3ku OC. LUTaTHble cpeacTBa 3amMmblKaHUs cpeabl

PacwupeHne BIOS Kak cpefCTBO 3aMblKaHMSi NPOrpaMMHON Cpeabl

CucTembl TUNa SNEKTPOHHBIN 3aMOK. 33 C NPOBEPKOIA LLEeNOCTHOCTM MPOrpaMMHOiA cpefbl. MoHaTne AM/A3
(moBepeHHas 3arpyska)

lMpuMeHeHue 3aKNafoK, HanpaBieHHbIX Ha CHUXeHWEe 3 (EKTUBHOCTU CPELCTB, 3aMbIKaOLWMX CPesy.
CopepxxaHue

3yyeHne n obpaTHoe npoekTuposaHue MO

Cnocobbl n3yyeHuns MO: cTaTUYECKOe N AUHAMWYECKOE U3YYeHue

3afaun 3aWmnTbl OT U3YYEHUA M CNOCO6LI NX PeLLIeHUS

3alinTa oT OT/IaAKMN.

3awmTta oT gmnsacceM6a1MpoBaHus

3alinTa oT TPacCUpPOBKM MO NpepbIBaHUAM.

CopepxaHune

BpenoHoCHOe nporpaMmMHoe o6ecneyeHne Kak 0Cco6bIil BUA paspyLuatoLmx BO3LeiCTBIiA

Knaccugmkaumsa BpefOHOCHOrO nNporpaMMHOro obecriedeHms. Cxema 3apakeHuns. Cpeacrsa HeTpanum3aumum
BpefoHocHoro MO. MpogurnakTnKa 3apaxeHuns

Mownck cnefoB akTMBHOCTM BpegoHocHoro MO. Peectp Windows. OCHOBHbIe BETKW, COAepXKallme
NHpopmMaLmio o BpefgoHocHOM 0. Apyrue 06beKTbl, cofepalline nHpopmaLlmo o BpegoHocHoMm M0,
(harnbl prefetch.

BoT-HeTbl. MpuHLUMN PYHKLMOHMPOBaHUA. MeTobl 06HapYXXeHUs

Knaccudurkayms aHTUBMPYCHbIX CpeAcTB. CUMHATYPHbIN 1 3BPUCTUYECKMI aHaIn3

3alinTa oT BUPYCOB B "PyUYHOM pexume"

OCHOBHbIe KOHLeNLUMn NOCTPOEHNS CUCTEM aHTUBUPYCHOM 3alnThbl Ha NPenpuUaTAN

TemaTnka NpakTUYECKMX 3aHATUI U nabopaTOpHbIX paboT

lMpuMeHeHNs cpeacTs nuccnefoBaHus peectpa Windows g HaxoXAeHWs CnefoB akTUBHOCTY BPEAOHOCHOTO
rno

MpomexyToyHada atTecTauna no MAK.02.01

Tema 2.4. 3awmTa

CopepxaHue
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nporpamMMm U1 AaHHbIX OT
HeCaHKLMOHMPOBAHHOTO
KOMMpOBaHMs

Tema 2.5. 3awunta
NH(opMaLun Ha
MaLUNHHbIX HOCUTeNAX

Tema 2.6. AnnapaTHble
cpeacTsa naeHTUUKaLmmn
N ayTeHTUUKaL MM
nonb3oBaTenei

Tema 2.7. Cnuctemsbl
06Hapy>XeHuMs aTak U
BTOPXEHUIA

HecaHKLMOHMpPOBaHHOE KonnpoBaHWe nporpaMmm Kak Tun HC/

FOpuamnyeckune acnekTbl HECAHKLMOHMPOBAHHOIO KONNPOBaHUA nporpaMm. O6Lee NOHATWE 3alUNTbI OT
KONnpoBaHus.

MpuBaska MO K annapaTHOMY OKPYXXEHUI0 U HOCUTeNAM.

3almnTHbIE MEXaHW3Mbl B COBPEMEHHOM MPOrpaMmMHoM obecneveHmmn Ha npumepe MS Office
TemaTnka NpakTUYECKMX 3aHATUIA U nabopaTOpHbIX paboT

3awuTa UHhopMaymm 0T HeCaHKLIMOHMPOBAHHOTO KOMMPOBAHMUSA C UCMOMb30BaHWEM CMELanM3npoBaHHbIX

nporpaMMHbIX CPeAcTB
3alWwnTHblE MeXaHU3Mbl B NpunoxeHnsax (Ha npumepe MSWord, MSExcel, MSPowerPoint)
CopepxaHune

Mpobnema 3awWuTbl OTUHYXAaeMbIX KOMMNOHEHTOB M3BM.

MeTogb! 3aWKTbl MH(OPMALUK Ha OTUYXKAaeMblX HocuTenax. LLngposaHue.

CpeacTBa BOCCTaHOB/IEHUA OCTaTOYHOM MH(opmaumn. Co3haHne NoceKTOpHbIX 06pasos HXXMU.
MpuMeHeHWe CpefCcTB BOCCTaHOB/IEHUS OCTATOUHOW MH(OpMaLUK B CyAe6HbIX KpUMUHAIMCTUYECKNX
aKcnepTM3ax v Npu paccnefoBaHUM MHUMAEHTOB. HopmaTuBHas 6a3a, LOKYMEHTUPOBaHWe pe3y/ibTaToB
be3Bo3BpaTHOe yfaneHne gaHHbIX. MPUHLUNLI U aNrOPUTMBI.

TemaTuKa NPakTUUYeCKMX 3aHATUIN U nabopaTopHbIX paboT

MpumeHeHWe cpefcTBa BOCCTAHOB/IEHUA OCTaTOYHOM MH(opMaLMn Ha npuMepe Foremost uam aHanora
MpuMeHeHWe crneunann3MpoBaHHOro0 NPOrpaMMHO CPeACTBa /15 BOCCTaHOBEHUSA YAaneHHbIX (haiinos
MpuMeHeHne nporpamm [1s 6e3B03BPATHONO YAAIEHUS JaHHbIX

lMprMeHeHWe NporpamMm Ans WUHPOBAHUA LAaHHbIX HA CbeMHbIX HOCUTENAX

CopepxxaHue

TpeboBaHMsA K annapaTHbIM CPeACTBaM MAEHTUDMKALMN N ayTEHTUHMKALWN NONb30BaTENEN, NMPUMEHAEMbIM

B33 n AlMMA3

YcTporictea Touch Memory

CopepxaHune

COB u COA, otnums B hyHKUMAX. OCHOBHble apxuTekTypbl COB

Vcnonb3oBaHue ceTeBbIX CHUPGEepoB B KavyecTBe COB

AnnapaTtHblin KomnoHeHT COB

MporpammHbIii KOMNoHeHT COB

Mogenu cucteMbl 06HapY>XeHNs BTOPXKeHW, Knaccugukauma cucteM 006HapYy>KeHUs BTOPXXEHIA.
O6Hapy>xeHue curHatyp. O6HapyxeHue aHoManuin. pyrue MeToabl 06HapYyXeHWUs BTOPXKEHWIA.
TemaTnka NpakTUYECKMX 3aHATUI M nabopaTOpHbIX paboT
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MogenmpoBaHmne NPoBefeHNs aTaku. 3yyeHne MHCTPYMEHTaIbHbIX CPeACTB 0GHAPYXKEHWS BTOPXKEHMWIA

Pasgen 3. 3awmTa MHGopMaLuMmn B TOKaNIbHbIX CETAX

Tema 3.1. OcHOB®I
NMOCTPOEHUA 3aLLUMNLLEHHbIX
ceTel

Tema 3.2. CpeacTsa
opraHmsaumm VPN

CopepxaHune

CeTtu, paboTaroLLme No TEXHONOTMN KOMMYTaLUN NakeToB

Ctek npoTokonos TCP/IP. OCO6eHHOCTN MapLIpyTU3aLnK.

LLITaTHble cpeacTBa 3almThl MHQOPMaLMK cTeka npoTokonos TCP/IP.

CpepfcTBa MAEHTUMMKALUM N ayTEeHTUDMKALMM Ha pa3HbIX YPOBHAX npoTokona TCP/IP, 4OCTOMHCTBA,
HeLloCTaTKu, OrpaHNYeHuns.

CopepxaHune

BupTyanbHada yacTHas ceTb. DYHKLMK, HA3HaYeHWE, NPUHLMN NOCTPOEHMUA
KpunTorpaduueckue n Hekpuntorpauyeckume cpeacraa opraHumsanmm VPN

YcTpoiictea, o6pasytowme VPN. KpuntomapLupyTnsaTop v KpuntopuibTp.

KpuntopoyTep. MpuHUKUNLI, apxXMTEKTypa, MOAeNb HapyLIUTeNsa, LOCTOUHCTBA U HEJ0CTATKU
KpuntogunsTp. MprHLMMNBI, apXUTEKTYpa, MOAE/b HApPYLUUTeNs, JOCTOUHCTBA U HEAOCTaTKU
TemaTuKa NpakTUUYeCKMX 3aHATUIN U nabopaTopHbIX paboT

Pa3sepTbiBaHne VPN

Pasgen 4. 3awmTa MHGopMaLmMmn B ceTAX 06LWero goctyna

Tema 4.1.06ecneyeHmne
6e30nacHoCTuU
MEXCETEBOI0O
B3aUMOLENCTBUSA

CopepxaHune

MeTozb! 3aWKTbl MH(OPMaLMK Npu paboTe B ceTax obLLero focTyna.

MexceTeBble 3kpaHbl Tuna firewall. [JocTOMHCTBA, HEAOCTATKU, peann3yemMble NOMTUKN 6e30MacHOCTM
OcHoBHble Tunbl firewall. CuMMeTpUYHbIE M HECUMMeTpUYHbIe firewall.

YpoBeHb 1 MakeTHble PUILTPLI

YpoBeHb 2. DunbTpaumsa cnyxo6, MonCK KNHUeBbIX C/I0B B TeNe NakeToB Ha CETEBOM YPOBHE.
YpoBeHb 3. Proxy-cepsepa NpUKIagHoro ypoBHs

OpHoOXocTOBble U MynbTUXOCTOBbIE firewall.

OCHOBHbIe TUMbI apXUTEKTYP MybTUXOCTOBbIX firewall. TpeboBaHMA K KaXLOMY XOCTY UCXOAA U3
apPXUTEKTYPbI U BbIMOMHAEMbIX PYHKLMWIA

TpeboBaHMA MO CEPTUDMKALNN MEXCETEBLIX 3KPaHOB

TemaTuKa NPakTUUYeCKMX 3aHATUI U nabopaTopHbIX paboT

N3y4yeHne n cpaBHeHue apxuTekTyp Dual Homed Host, Bastion Host, Perimetr.

M3yyeHne pa3nnyHbIX Crnocob0B 3aKpbITUSA "0onacHbIX" MNOpPTOB

Pasgen 5. 3awmTa nHopmaymm B 6a3ax faHHbIX

Tema 5.1. 3awunTa

CopepxaHue
12



NHpopmaumn B 6asax OcCHOBHble TUNbI yrpo3. Mogens HapyLuuTens
[aHHbIX CpefcTBa MAEHTU(MMKALUM 1 ayTEHTUPUKALUW. Y IpaBieHe SOCTYNOM
CpeficTBa KOHTPO/IA LLENOCTHOCTM MHOopMaL MM B 6a3axX AaHHbIX
CpefcTBa ayfuTa 1 KOHTponsa 6e3onacHocTv. Kputepuu 3almiieHHOCTN 6a3 AaHHbIX
MpuMeHeHne KpUNTorpagmyecKnx CpeLCcTB 3alinTbl MH(pOpMaLUKN B 6a3ax AaHHbIX
TemaTnka NpakTUYECKMX 3aHATUIA M nabopaTOPHbIX paboT
3yyeHne mexaHn3amoB 3awutel CYB/[ MS Access
3yuyeHuve witatHbIX cpeacTs 3awmtel CYB[ MSSQL Server
MpomMeXxyToyHas atTtecTaumsa no MAK.02.01
Pasgen 6. MOHUTOPUHI CUCTEM 3aLLUTbI
Tema 6.1. MOHUTOPUHT CofepxaHue
CUCTEM 3aLUNTBI MoHATME N 060CHOBaHNE HEOOXOAMMOCTM UCMO/b30BAHNA MOHUTOPUHTIA KaK HE06XOLMMOI KOMMOHEHTI
CUCTEMbI 3aLLMTbl UH(OPMALMM
OCO6eHHOCTH (hrKcaLMmn COObITUIA, NOCTPOEHHBLIX Ha Pas3HbIX NPUHLMNAX: CETU C KOMMYTaL el COeanHEHNIA,
ceTb C KOMMYyTaumein naketos, TCP/IP, X.25
Knaccudurkayms otcnexxmBaeMblx cobbITMil. OCO6EHHOCTM NOCTPOEHNSA CUCTEM MOHUTOPMHTA
VCTOUYHMKN MHOpMaLUK 419 MOHUTOPUHIa: CETeBble MOHUTOPbI, CTATUCTUYECKME XapaKTEPUCTUKN
Tpaduka yepes M3, nposepka pecypcoB O6LLEr0 MO/b30BaHNUS.
Knaccugmkaumsa ceTeBbIX MOHUTOPOB
CucTeMmbl yripaBneHns cobbITUAMU MH(OPMaLNOHHOW 6e3onacHocTu (SIEM).
O630p SIEM-cucTeM Ha MMPOBOM 1 POCCUIACKOM PbIHKE.
TemaTnka NpakTUYECKMX 3aHATUIA 1 nabopaTOPHbIX paboT
3yyeHne n cpaBHUTENIbHbIA aHa/IM3 pacnpoCTpaHeHHbIX CETEBbIX MOHUTOPOB Ha npumepe RealSecure,
SNORT, NFR nnu gpyrux aHanoros
MposeaeHne ayauta J/IBC ceTeBbIM CKaHEPOM

Tema 6.2. A3yueHune mep CopepxxaHue

3alWmnThl UHOpMaL MK B W3yyeHune TpeboBaHWIi 0 3aLLMTe MH(OPMAaLUK, HE COCTaBNSIOLLEN FOCYAAPCTBEHHYIO TaiHy. M3yueHne
NH(OPMALMOHHBIX MeToAnYeckux fokymeHToB ®CTIK no npuMeHeHNo Mep 3aLLuThbl.
cuctemax TemaTnka NpakTUYECKMX 3aHATUI U nabopaTOpHbIX paboT

Bbi6op Mep 3aluTbl MHOPMaL MK 418 UX peanusauuy B UHHOPMaLMOHHOW cucteme. Boibop
COOTBETCTBYHOLLMX NPOrPaMMHbIX ¥ NPOrpamMMHO-anmnapaTHbIX CPeACTB U PEKOMeHAaLUMI N0 NX HaCTPOIKe.
Tema 6.3. N3yueHune TemaTnKa NpaKTUYECKMX 3aHATUI 1 nabopaTopHbIX paboT
COBPEMEHHbIX YcTaHOBKa ¥ HacTpolika KOMMEKCHOro cpeAcTBa Ha npumepe SecretNetStudio (yuebHas nLeH3Ns) uam
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nporpamMmMHo-annapaTHbIX  [APYryX aHasoroBs
KOMMM/IEKCOB. YCTaHOBKa ¥ HAaCTPOViKa NPOrpamMMHbIX CPeACTB OLEHKM 3alMULLEHHOCTU 1 ayAnTa MHPOPMaLMOHHO

6e30MacHOCTM, U3yveHne PYHKLNUIA 1 HACTPOIKa pexxnMoB paboTbl Ha npumMepe MaxPatrol 8 nnn gpyrmx
aHanoros

WN3yyeHune TMNOBLIX peweHnid ans noctpoeHus VPN Ha npumepe VipNet nan gpyrmux aHanoros

3yyeHne COBPEMEHHbIX CUCTEM aHTUBMPYCHOM 3alUMTbl Ha NPUMepPe KOPNOpaTUBHbIX PELLUEHNA
KasperskyLab nnn gpyrux aHanoros

N3yuyeHne (yHKLUMOHana n obnacteit npuMmeHeHnsa DLP cuctem Ha npumepe InfoWatchTrafficMonitor nnn
JpYyrux aHanoros

KypcoBas paboTa
MprumepHasa TemaTKa KypCoBbIX paboT

1

5.

6.

OueHKa 3)(heKTUBHOCTM CYLLECTBYIOLLMX NPOrpamMmMHbIX 1 MPOrpamMMHO-annapaTHbIX CPeACTB 3alnTbl UH(OpMaLuu ¢
NMPUMEHEHVEM CMeLMann3NPOBaHHbIX NHCTPYMEHTOB U MeTOLO0B (MHAMBUAYaNbHOE 3aaHue)

O630p 1 aHa/IN3 COBPEMEHHbIX NPOrpaMMHO-annapaTHbIX CPeACTB 3alMTbl UHPOpMaLUn (MHANBUAYASIbHOE 3afjaHue)
Bbli60op 0NTMManbHOMO CpefCcTBa 3almThl MHDOPMALUM UCXOAA U3 METOAMYECKUX pekoMmeHaaumin @CTIK n nmerowwmxcs
NCXOLHbIX faHHbIX (MHAMBUAYaNbHOE 3aJaHue)

MpuMeHeHWe NporpamMmmHo-annapaTHbIX CPeACTB 3aLUTbl MH(OPMALUM OT Pa3INYHbIX TUMOB YrPo3 Ha NPeanpuUATAN
(MHaMBUAYanbHOE 3ajaHune)

Mpobnema 3awnTbl UHPOPMALUY B 06/1a4HBIX XpaHUULWaxX faHHbIX 1 LLOdax

3alunTa cpeq BUupTyanusauum

puMepHas TeMaTuka camocToATeIbHOW paboTel npu nsyyveHun MAK.02.01
3yyeHne HOBbIX TEXHONOIMIA XpaHEHUS H(OPMaLUN

MonCK MH(OPMaLMM 0 HOBbLIX BMAAX aTaK Ha MH(POPMALMOHHYHO CUCTEMY

M
1
2. CTaTuUCTVKa 1 aHann3 KPYMHbIX yTeuek MHGopmaLmum 3a rog,
3
4

O630p COBpPEMEHHbIX NPOrpamMMHbIX 1 MPOrpaMMHO-annapaTHbIX CPeACTB 3aluThl
5. CpaBHUTENbHbIV aHann3 COBPEMEHHbIX MPOrPaMMHbIX Y NPOrpaMMHO-annapaTHbIX CPeACTB 3aLnThl
MpomexyTouHada atTecTayuna no MAK.02.01
MpuMepHble BUAbl CAMOCTOATENIbHBLIX paboT Npu n3ydeHumn pasgena 1 mogyns
CuctemaTnyeckas npopaboTKa KOHCMEKTOB 3aHATUI, YYeBHON 1 crneunanbHON TEXHUYECKO nuTepaTypbl (MO BOMpocam K naparpadgam,
rnasam y4e6HbIX MOCOOMIA, COCTaB/IEHHbIM NpenofaBaTenem)

MoAroToBKa K NpakTMYeCKMM paboTam C MCNO/b30BaHWEM METOAMYECKMX PEKOMEHAALMIA npenofaBatens, 0popMaeHne NpakTUUYeCKnX
paboT, OTYETOB K UX 3aluTe.

14
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https://www.infowatch.ru/products/traffic_monitor_enterprise

PaboTa Haf KypcOBbIM MPOeKTOM (paboToli): nnaHMpOBaHME BbIMO/HEHMSA KYPCOBOro npoekTa (paboTbl), onpeaeneHne 3agady paboThl,
N3yyeHne NUTepaTypHbIX UCTOYHUKOB, NMPOBeLeHNe NPeLNPOEKTHOr0 UCCNeL0BaHuS.

YyebHaa npakTuka no pasgeny 1 mogyns
Buabl pabor:

- TpuMeHeHWe NPOrpaMMHbIX ¥ MPOrpamMMHO-annapaTHbIX CpeAcTB 06ecneyeHns MHHOPMaLMOHHOK 6e30MacHOCTY B
aBTOMATM3MPOBaHHbIX CUCTEMAX

- JIMarHocTuKa, yCcTpaHeHMe 0TKa30B 1 obecneyeHre paboTocrnocobHOCTY NporpaMMHO-anmnapaTHbIX CPeACcTB 0becneyeHnst MHHOPMaLMOHHOM
6e30nacHOCTU

- OueHKa 3h(heKTUBHOCTM MPUMEHSEMbIX NPOrpamMmMHO-annapaTHbIX CPeACTB 06ecneyeHns MHGHOpMaLMOHHON 6e30NacHOCTH
- CocTaBneHune JOKYMeHTaL MK Mo y4yeTy, 06paboTke, XpaHeHMIO 1 Nepefade KOHPUAEHLMANBHON MH(opMaLnm
- Wcnonb3oBaHue nporpammHoro obecneyveHus ans 06paboTkun, XpaHeHUs 1 nepefaydn KOHPUAEHLMANbHON MH(popMaLnm

- CocTaBneHve mapLupyTa 1 cocTaBa NPOBEAEHUS Pa3INYHbIX BUAOB KOHTPO/IbHbIX MPOBEPOK MpW aTTecTaunm 06beKTOB, MOMELLEHWIA,
nporpamm, aropuTMoB.

- YcTpaHeHMWe 3aMedaHuii no pesynbTaTam NPOBEPKM

- AHa/IM3 1 COCTaB/IEHNE HOPMATUBHbIX METOAMYECKNX AOKYMEHTOB MO 06ecrneyeHnto MHPOPMaLMOHHOK 6e30MacHOCTM NPOrPaMMHO-
annapaTHbIMU CpPeAcTBamu, C y4eTOM HOPMAaTMBHbIX NPaBOBbIX aKTOB.

- [pumeHeHWe maTeMaTMUeCKUX MeTOLOB A5 OLLeHKMN KayecTBa M BbIbopa Hauy4llero nporpaMMHOro cpeacrsea
Pasgen 2 mogyns. NMpuMeHeHre KpUnTorpa@uuecknx CpefcTs 3auThl MHGOpMaLmu

MAK.02.02. KpunTtorpauyeckue cpefcTsa 3aliUTbl MHPOPMaLLUK

BeepneHune CogepxxaHue
MpegMeT 1 3agaun Kpuntorpadun. Nctopmsa kpuntorpadmm. OCHOBHbIE TEPMUHbI
Pasgen 1. MaTemaTuyecKme OCHOBbI 3aLMUTbl MH(OpMaLUK

Tema 1.1. CopepxaHue
MaTemaTnyeckre OCHOBbI ANEMEHTbLI TEOPUM MHOXECTB. "pynnbl, KonbLa, nons.
KpunTorpaguu

JennmocTb yncen. MNpusHakn genumMmocTtu. IMpocTblie U CoCTaBHbIE YnCha.

OcHoBHas TeopeMa apupmeTuKn. Hanbonblumin 06Lwmin gennTens. B3aumHo
npocTble yucna. Anroputm Eesknuga gnsa HaxoxaeHuna HOL.

OTHoLeHWs cpaBHUMOCTW. CBOICTBA cpaBHeHWI. MofynspHas apumMeTrka.
Knaccbl. MonHaa u npuBefeHHas cucteMa BblYeToB. ®yHKUMSA Diinepa. Teopema depma-ditnepa. ANroputm
ObICTPOro BO3BeLEHUS B CTEMNeHb M0 MOAY/HO.
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CpaBHeHMs nepBoit cTeneHn. JTnHeliHble ANOaHTOBbI ypaBHEHMUS. PacluMPeHHBbIA anroputm EBknnaa.

KuTalickas Teopema 06 ocTaTkax.

MpoBepKa ymcen Ha NPoCToTy. ANrOPMTMbI reHepaLmmn NPocTbIX yncen. MeTog Npo6HbIX AeneHuid. PeweTo
SpaTocpeHa.

Pa3noXeHue umcna Ha MHOXUTENN. ANropuTmel aktopusauun. ®akrtopusaums ®epma. Metog Monnapga.

ANropuTMbI ANCKPETHOro norapugmmposaHns. Metog Monnapga. Metog Loppa.
ApudmeTnueckme onepauun Hag 601bLWIMMUN YACAMMU.
SANNUNTUYECKME KPUBbIE N UX NPUNOXEHUSA B KpUnTorpagpuu.

TemaTuKa NPaKTUYEeCKMX 3aHATUN U N1abopaTopHbIX paboT 6
MpumeHeHne anroputMa EBknunaa ana HaxoxgeHns HOZ. PelueHue NMHENHbIX ANOMaHTOBbLIX YPaBHEHWN
lMpoBepKa yncen Ha NPoCcToTy

PelleHue 3afay ¢ anemeHTaMu TEOPUN YmCer.

Pasgen 2. Knaccmyeckas Kpuntorpagus

Tema 2.1. MeTobl
KpunTorpaguyeckoro
3alWmMTbl UH(OPMaLMK

Tema 2.2. KpuntoaHanus

CopepxaHune 8
Knaccugmkaymsa 0CHOBHbIX METO0B KpUNTOorpagmyeckon 3amtbl. MeToabl CUMMETPMYHOIO LUN(POBaHNS

LLndpbl 3ameHbl. MpocTas 3ameHa, MHOroanMaBMTHas NOACTaHOBKA, NPOMOPLMOHabHbIN NP
MeTogabl nepecTaHOBKW. TabnMyHas NepecTaHOBKa, MapLUpyTHas nepecTaHOBKa
rammupoBaHue. MaMMUpPOBaHUE C KOHEYHOI U GECKOHEYHOI raMmamu

TemaTuKa NPaKTUYECKMX 3aHATUI N NabopaTOpPHbIX paboT 6
MpuMeHeHWe Knaccuyecknx WnppoB 3aMeHbl

MpuMeHeHMe KnaccuyecKnx LWNGPOB nepecTaHOBKK

[MpuMeHeHWe MeToLa raMMNpPOBaHUA

CopepxaHune 6
OcCHOBHble MeTOAbl KpUnToaHaNM3a. Kpuntorpauyeckme ataku.

KpunToragmyeckas cToNKoCcTb. AGCOMOTHO CTONKME Kpuntocuctembl. MpuHumnel Knpkxoddgcea

MepcrnekTUBHbIE HaNpaBfeHUs KPUNTOaHan3a, KBaHTOBbLIV KPUMNTOaHa/IM3.

TemaTnka NpakTUYECKMX 3aHATUI 1M nabopaTopHbIX paboT 10
KpuntoaHanus wudpa NpocToi 3amMeHbl METOA0M aHann3a YacTOTHOCTM CMMBOJIOB

KprnToaHanua Knaccuyeckux WNGpoB METOA0M MOHOrO nepe6opa Kitouei
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KpunTtoananus wudgpa BuxuHepa

MpomexyToyHada atTecTaymna no MAK.02.02

Tema 2.3. [ToTOYHbIE
LWIMPLI U reHepaTopbl
NceBLOC/yYaNHbIX YnCenN

CofepxaHue yyebHOro matepuana
OCHOBHble MPUHLMMbLI NOTOYHOrO LWKpoBaHus. NprMeHeHne reHepaTopos MCY B kpunTorpagpuu

MeToabl NONyYeHMs NceBAoCnyYaHbIX nocnegosatensHocten. JIKI, metoq ®unboHavum, metoq BBS.
TemaTnKa NPpaKTUYECKMX 3aHATUI 1 NabopaToOpHbIX paboT
MpumeHeHne meToAoB reHepaumm MNMNCY

Pasgen 3. CoBpeMeHHas Kpuntorpagpusa

Tema 3.1. KognpoaHue
NHpopMaLNK.
KomnbroTepusauns

LM pOBaHUS.

Tema 3.2. CUMMETPUYHbBIE
CUCTEMbI LLIN(POBAHMUSA

Tema 3.3. ACUMMeTpPUYHbIE
CUCTEMbI LWN(POBaHNA

CopepxaHue yye6Horo matepuana

KoguposaHue nHgopmavmmn. CumsonbHoe KoguposaHue. CMbICNI0BOe KOAMPOBaHWe. MexaHu3awus
WwmngposaHua. MpeacTasneHne MHpopMaLmMn B ABOMYHOM Koge. Tabnuua ASCII

KomnbloTepusaumns wngposaHmsa. AnnapaTHoe 1 NporpaMmmHoe lWwugposaHne CTaHLapTu3aums
NporpamMmmHo-annapaTHbIX KpUNTorpaguyecknx CUCTem 1 CpefcTB. Vi3ydeHre COBPEMEHHbIX NPOrpaMMHbIX
1 annapaTtHbIX KpUNTorpamyeckux CpeacTs

TemaTuKa NPaKTUYECKMX 3aHATUIN U N1abopaToOpHbIX paboT

KogmpoBaHue nHhopmauun

MporpamMmHas peanusaumsa Knaccmyeckux Wngpos

3yyeHne peanmsaumm Knaccmyecknx LWINQPOB 3aMeHbl 1 NepecTaHoBKM B nporpamme CrypTool nnu
aHasore.

CopeprkaHvie yyebHoro marepuana

O6wme cBegeHns. CTPYKTYpHas cxema CUMMETPUYHBIX KpUNTOrpamyecknux cUCTem

OTteyecTBeHHble anroputMbl Marma 1 KysHeunk n ctaHgaptel FTOCT P 34.12-2015 nFOCT P 34.13-2015.
CummeTpuyHble anroputmbl DES, AES, TOCT 28147-89, RC4
TemaTnKa NPaKTUYECKMX 3aHATUI M NabopaToOpPHbIX paboT

3yyeHne NnporpaMmHOli peannsaLnm CoBPEMEHHbIX CUMMETPUYHBIX LUNGHPOB
CopepxxaHune yyebHOro matepuana

Kpuntocuctemsl € OTKPbITbIM KHO4OM. HeobpaTMocTb cucteM. CTPYKTypHas CXeMa LUM(poBaHus ¢
OTKPbITbIM K/THOUOM.
SnemMeHTbl TeOpUW Y1CeN B KpMNTOrpagum ¢ OTKPbITLIM K/HOUOM.
TemaTnka NpakTUYECKMX 3aHATUIA 1M nabopaTopHbIX paboT
17
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Tema 3.4.

AYTEHTU(UKALNSA AaHHBIX.

JNeKTpPOoHHas nognuck

Tema 3.5. AnropnTtmbl
obMeHa KNnroyei u
NPOTOKO/IbI
ayTeHTUukKaumm

Tema 3.6. KpunTo3sawuTta
NH(OPMaLUN B CETAX
nepefayn faHHbIX

Tema 3.7. 3awmra
NHMopMaLuu B
3N1EKTPOHHbIX MIATEXHbIX
cuctemax

Tema 3.8. KomnbroTepHas

lMprMeHeHe pasNNyYHbIX aCUMMETPUYHBIX a/ifOPUTMOB.
M3yuyeHne NnporpammHoOi peannsaymm aCMMMETPUYHOro anroputma RSA
CofepxaHue yyebHOro matepuana

AyTeHTUMKaUNA faHHbIX. O6wue noHaTudA. 3. MAC. OfHoHanpaseHHble Xell-pyHKUUN. ANropuTMbl
UMpoBOI Nognucu
TemaTnKa NPaKTUYECKMX 3aHATUI 1 NabopaToOpHbIX paboT

MpuUMeHeHe pa3NINYHbIX PYHKLMIA XeLMpoBaHUs, aHa/In3 0CO6EHHOCTeN XeLlei
MpuMeHeHWe KpUNTOrpagMuyecKnX atak Ha xew-yHKUNN.

3yyeHne nporpammHo-annapaTHbIX CPeACTB, peannsyowmnx 0CHOBHbIe (DyHKUK 3T
CofepxaHue yyebHOro matepmana

ANropuTMbl pacnpegeneHuns KNYein ¢ NpYMeHeHeM CUMMETPUYHBIX U aCUMMETPUYHbLIX cXeM [poTOoKO/bI
ayTeHTUUKaumun. BzammHas ayteHTU@uKaumus. OGHOCTOPOHHSASA ayTeHTU(UKaLNSA
TemaTnka NpakTUYECKMX 3aHATUI 1 nabopaTopHbIX paboT

MpumeHeHne npoTokona Audgun-XennmaHa gnsa obMeHa Kaovamu LWndpoBaHus.

N3yyeHne NpuHLMNOB paboTbl NPOTOKO/0B ayTEHTU(UKALMMN C NCMONb30BaHWEM [LOBEPEHHON CTOPOHbI Ha
npumepe npotokona Kerberos.

Copep>kaHvie yyebHoro marepuana

ABOHEHTCKOe WKnpoBaHKe. MakeTHOe WKngpoBaHue. 3alinTa LeHTpa reHepaLmn KioYen.
KpunTtomapLupyTtusartop. MakeTHbIn (UabTP

Kpuntorpaguueckas 3awmrta 6eCnpoBOAHbIX COefUHEHMI B ceTax cTaHAapTa 802.11 ¢ ucnosb3oBaHeM
npotokonos WPA, WEP.

Copep>kaHvie yyebHoro marepuana

MpUHUUNBI PYHKLMOHUPOBAHWSA 3N1EKTPOHHbIX NIATEXHbLIX CUCTEM. D/IEKTPOHHbIE NIACTUKOBbIE KapTbl.
MepcoHanbHbI MAEHTUDUKALNOHHbLIA HOMEP

MpumeHeHWe KpunTorpaguyeckmx NpoTOKOOB A8 obecneveHns 6e30MacHOCTUN 3/1EKTPOHHOM KOMMEPLUN.

TemaTnKa NPpaKTUYECKMX 3aHATUI 1 NabopaToOpHbIX paboT

MpuMeHeHne ayTeHTU(UKaLUN N0 0JHOPa30BbIM MaponsM. Peanm3auns anropuTMoB CO34aHMs 0AHOPA30BbIX
naposen
Copgep)kaHue yuebHOro matepuana
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cTeraHorpaus CKpbITas nepefaya MHGpopmauumn B KOMNbIOTEPHBLIX cuctemax. Mpobnema ayTeHTUhDMKaLUN
MY/IbTUMELUIAHON MHopMaLun. 3alunta aBTOPCKMUX Npas.
MeToabl KOMNbIOTEPHOI cTeraHorpagun. Lingposblie BOASHbIE 3HaKW. ANTOpUTMbI BCTpamBaHus LIB3
TemaTnka NpakTUYECKMX 3aHATUIA 1M nabopaTopHbIX paboT 4
O630p 1 cpaBHUTEeNbHbLIV aHanu3 cylwecTeytowero MO ana BcTpameaHus LIB3
Peanusauusa npocTeinx cTeraHorpauyecknx aaroputMoB
MpuMepHas TemMaTuka caMmoCTOSATeNbHOW paboTbl Npu nsyvyennn MAK.02.02
1 WcTopus pa3suTus Kpuntorpagpum
MMporpamMmHas peanusauma Knaccuyeckux LWngpos
OnTyMK3aLMsa MeTOLOB YaCTOTHOrO aHann3a MOHOaN(haBUTHbIX LUM(POB.
MeTozbl MexaHu3aLmm WnMpoBaHna
LindpoBoe npeacTasneHne pasnyHbIX GopM MHDOPMaLUn
AHaNN3 COBPEMEHHbIX CUMMETPUYHBIX KPUNTOAIrOPUTMOB
MporpaMmMHas peanusaums CoOBpeMeHHbIX KPUMToanroputMoB
CpaBHUTENbHbIA aHaIM3 PYHKLMUIA XeLIMPOBaHMNS
AyTeHTUMKaLNA COOOLLEHNIA
10 3akoHOofaTeNbCTBO B 06/1aCTV KPUNTOrpauUeckoin 3aLumnTbl MH(hopmaLnm
11. MepcneKTUBHbIE HaNpaBieHUs KpunTorpagpum
MpomexyTouHada atTecTayna no MAK.02.02 2
MpuMepHbIe BUAbLI CAMOCTOATENbHOM paboThl NPWU M3yYeHUU pasgena 2 Mogyns
CuctemaTnyeckas npopaboTka KOHCMEKTOB 3aHATUI, Y4eOHO 1 cneymnanbHON TEXHUYECKOM nuTepaTypbl (N0 BoNpocam K naparpadgam,
rnaBaM y4yeOHbIX NOCOOWMIA, COCTaBNEHHbIM MpenoAaBaTenemM)

MoAroToBKa K NpakTMYeCKMM paboTam € MCNO/b30BaHMEM METOAMYECKMX PEKOMEHAALMI npenogaBatens, opopmaeHne nabopaTopHo-
MPaKTUYECKMX paboT, OTUETOB K UX 3aLLuTe.

© o No ok wd

YuebHas npakTuKa pasgena 2 Moayns 36
Bugabl pabort:

- Mcnonb3oBaHue TUNOBbLIX KpMNTOrpauyecknx cpeacTs M MeTOLOB 3alUTbl MHPOPMaLMK, B TOM YKC/E U 31eKTPOHHOW nognucu
MponssoacTBeHHad npakTuka no NM.02 144
Bugbl pabot

- AHann3 NPYHLUMNOB MOCTPOEHUS CMCTEM MH(OPMALMOHHON 3aLiMTbl NPOU3BOACTBEHHbIX NOAPA3AENEHWIA.
- TexHWMYecKas aKCnayatauus 3N1eMeHTOB NPOrpamMMHOI U annapaTHO 3alMTbl aBTOMaTU3UPOBAHHON CUCTEMBI.
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- YyacTue B AMarHOCTUPOBaHUN, YCTPaHEHUN OTKA30B U 06ecneyeHnn paboTocnoco6HOCTM NMPOrpaMmmMHO-annapaTHbIX CPeacTB
obecneyeHunsi MHHOPMaLMOHHON 6e30MacHOCTY;

- AHann3 3peKTMBHOCTN NPUMEHSEMbIX NPOrpaMMHO-annapaTHbIX CPeacTB obecneyeHms NHHOPMaLMOHHON 6e30MacHOCTY B

CTPYKTYPHOM MoApasjenieHun

- YyacTue B o6ecrneyeHnn yyeTta, 06paboTKM, XpaHEHMS 1 Nepeaayn KoHhMaeHUanbHoW nHpopmaymm

- [NprMeHeHre HOPMATMBHbIX NPABOBbIX aKTOB, HOPMATUBHbLIX METOLNYECKNX LOKYMEHTOB N0 06eCrneyeHnt0 MH(HOPMaLMOHHOM

6e30nmacHOCTM NporpaMMHO-anmnapaTHbIMU CPeACTBaMU MPU BbIMOMHEHWM 334a4 NPaKTUKK.

JK3aMmeH Mo npodeccroHanbHOMY MOAYN0 (4EMOHCTPALMOHHbIN 3K3aMeH) 12
Bcero: 602
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4. YCNTOBUSA PEANN3ALNN NMPOTPAMMbI MPO®ECCUOHANBLHOIO
MOLYNA

4.1. [ns peanusauun nporpammMbl NPOQECCUOHaIbHOr0 MOAY St AO/KHBbI
ObITb NPeAYCMOTPEHbI CneaytoLme creymasibHble NOMELLEHNS:

Peannsayms nporpaMmMbl npegnonaraeT Haimyme yyebHoro kabnHeta
NHhopmaTrKn ¢ MynbTUMeANiHbIM 060pyA0BaHNEM; nabopaTopun «MporpaMMHbIX
M NporpaMMHo-annapaTHbIX CPeAcTB 06ecrneveHns MHPOPMaLMOHHOM
6e30MacHOCTU», MacTePCKUX «KopnopaTuBHas 3aluTa OT BHYTPEHHMX Yrpo3
NH(OpPMaLMOHHONM 6e3onacHoCTU» N «Kinbep6e3onacHOCTb».

O6opyaoBaHMe y4ebHOro KabnHeTta 1 paboumx MecT KabuHeTa VIHhopmMaTuKN,
paboyee MeCTO MpenojaBaTens, NPOEKTOP, MEPCOHa/IbHbIA KOMMbIOTEP, KOMMIEKT
MpeseHTaLNiA.

O6opyaoBaHme nabopatopun «lporpaMmHbIX M NPOrpammHO-annapaTHbIX
cpeactB  obecrieyeHUss UHGOPMaUMOHHOM  6e30MacHOCTU» U paboyumx MecT
naboparopuu:

- pabouve  MecTa  CTYAeHTOB, 000pYyAOBaHHble  MepCOHasIbHbIMY
kKomnbtoTepamu (Proceccor: Intel Core i5, yactota He meHee 2,4 'T'u, nogaep>kka
namsatn DDR4 go 128 ', O3Y DIMM, DDR4 He meHee 8 '6; HDD He meHee 500
['6; SSD He meHee 400I6);

- nlabopatopHble y4yebHble MaKeTbl;

- pabouee mecTto npenogasatens (Proceccor: Intel Core i5, yacTtota He
meHee 2,4 T'Tu, nogaepxka namatu DDR4 po 128 I'b, O3Y DIMM, DDR4 He meHee
8 '6; HDD He meHee 500 '6; SSD He meHee 400I0);

- y4yeBHO-MeTOAMYECKOe obecneyeHne MOAYNSA;

- WHTepakTUBHasA A0OCKa, KOMMNIEKT Npe3eHTauui;

- @HTUBMPYCHbIE NPOrpaMMHbIe KOMM/EKChI;

- nporpaMMHo-annapaTtHble CpeAcTBa 3awuTbl uHMopmauun ot HCA,
OGNOKMPOBKM JOCTYNa U HapyLweHus uenoctHocT (MO ang 3awmnTbl OT yTeyek Tuna
InfoWatch Traffic Monitor 6.9 nnn aHanor, InfoWatch Device Monitor 6.9 wau
aHanor, InfoWwatch Crawler 1.4 nnn aHanor, COOTBETCTBYHOLLME NIMLEH3NUN HA BECb
nepuog nposefdeHus , b, PostgreSQL 9.5 (nog Windows) nnm QyHKUNOHaNbHbIN
aHanor);

- nporpaMMHble M NporpaMMHo-annaparHble CpeficTBa 0OHapyXeHMs aTtak
(BTOpXXeHWI), noucka ya3BMMoOcCTel (3awmnta KOHeuHbIX Touyek Secret Net Studio,
Co6onb, Terminal, 3awmta cetn ANKLU «KoHTMHEHT», CepBep pgocTyna
«KOHTUHEHT» N CK3U «KOHTUHEHT-ATlT»);

- CpeAcTBa YHUUYTOXEHMSA OCTaTOYHOWN MH(OPMaLMK B 3aMOMUHAIOLLLNX
YCTPOWCTBAX;
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- MporpaMMHble CPefCcTBa KPUNTOrpauyeckon 3aluTbl MHGpOpMaLmn
(KpunTo-Ipo).

4.2. "HhopmaLMOHHOe obecriedeHne 06yveHUA

4.2.1 OCHOBHbIE NeYaTHbIe UCTOYHUKMN:
1L Wnemn M. E., KanumHkuHa T. W., TpxeropnavHckuid B,  H.

KpunTtorpajguuyeckas 3awmta WHpopmaumm B  06beKTax WH(OPMaLVNOHHOWA
MH(PACTPYKTYPbl: YYEOHUK ANA CTyA. yypexpeHui cpef. npod). obpasoBaHusa -
N30aTeNbCKNA LEHTP «AKagemus», 2020 1. - 288 c.

2. AywkuH A.B., bapcykos O.M., KpaBuoB E.B., CnasHoB K.B. lNporpammHo-
annapaTtHble cpeAcTBa o6ecnevyeHnss WUHQPOPMALMOHHOW  6e30MacHOCT:  Yueb.
[Mocobue. - M.: MNopsyasa nuHuA - Tenekom, 2016.- 248 c.

3. OpraHusauMoHHO-NpaBoBoe obecreyeHVe MHHOOPMaLMOHHOW 6e30MNacHOCTY:
y4yeb6. nocobue ana CTyd. yupexaeHui cpef. npod. obpasosaHus/ E.b. benos, B.H.
MpXXeropMHCKMn. - M.: N31aTenbCKuin LeHTp «Akagemus», 2017. - 336¢

4.2.2. JoONONHUTE/NbHbIe NeYyaTHble NCTOYHUKWU:
1 defepasbHblA 3aKOH OT 27 mtond 2006 r. Ne 149-®3 «O6 wmHhopmamu,

NH(OPMALMOHHbIX TEXHOMOTMAX N O 3alMTe NHOopMaLLUn».

2.  ®epepanbHblil 3aKoH OT 27 uong 2006 r. Ne 152-®3 «O nepcoHabHbIX
AAHHbIX».

3.  ®depepanbHblil 3aKOH 0T 27 gekabpsa 2002 r. Ne 184-®P3 «O TeXHMYECKOM
PErynmpoBaHnmn».

4.  ®epepanbHbld 3akoH OoT 4 maa 2011 r. Ne 99-®3 «O nuUeH3NPOBaHUN
OT[e/NbHbIX BUA0B AeATeNIbHOCTU».

5 ®depgepanbHblil 3aKkoH 0T 30 gekabps 2001 r. Ne 195-d3 «Kopgekc Poccuiickoi
depfepaumn 06 afMUHUCTPATUBHBIX NMPaBOHAPYLLEHNAX».

6. Yka3 MNpe3ngeHta Poccuiickon degepaunn ot 16 aBrycta 2004 r. Ne 1085
«Bonpocbl PegepansHOn CnyXobl MO TEXHUYECKOMY Y 3KCMOPTHOMY KOHTPOSTHO».

7.  Yka3 MNpe3ngeHta Poccuiickonn depepaumm ot 6 mapta 1997 r. Ne 188 «O6
YTBEPXAEHMMN NEPeYHs CBeAeHU KOH(DMAEHUMaNbHOIO Xapakrepas.

8.  Yka3 lNpesngeHTa Poccuiickoin depepauyum ot 17 mapta 2008 r. Ne 351 «O
Mepax no obecneyeHno NHHOPMaLMOHHOK 6e3onacHOCTU Poccuninicko ®efepaumm npu
MCNOMb30BaHUM UH(POPMAaLMOHHO-TENEKOMMYHUKALMOHHBIX CETe MeXAyHapo4HOro
MH(OPMALMOHHOTO 0OMeHax.

9. TlonoxeHue 0 cepTUPUKALMM CPeACTB 3aMTbl UHPOPMALUN. YTBEPXKAEHO
noctaHoBneHnem lMpaButenbcTBa Poccuiickonr ®eaepaumm ot 26 utoHA 1995 1. Ne
608.

10. CoctaB W cofep)kaHue OpraHu3ayMoOHHbIX W TEXHUYECKUX Mep Mo
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obecneyeHnto 6e30MacCHOCTU MEPCOHaNIbHbIX AAaHHbLIX MpuM  UX 06paboTke B
NHPOPMALMOHHBIX CUCTEMaxX MEPCOHaNbHbIX [aHHbIX. YTBepXAeHbl MPUKasoMm
®CTIK Poccunm ot 18 tpeBpans 2013 r. Ne 21.

11. Mepbl 3aWnTbl  MHMOPMALMM B TOCYAAPCTBEHHbIX WH(POPMALMOHHbIX
cuctemax. YteepxaeHol ®CTIK Poccun 11 tpeBpans 2014 r.

12. AOMUHUCTpaTMBHBIN pernameHT PCTIK Poccum no npepocTaBieHuto
rocylapCTBeHHOM Yycnyrn no /NULEH3NPOBaHUIO [eATeSIbHOCTU MO TeXHUYECKOM
3aWmTe KOH(MAeHUManbHOW MHpopMaummn. YTeepxaeH npukasom ®CTIK Poccun
oT 12 mona 2012 r. Ne 83.

13. AgMUHUCTPaTUBHbIA pernameHT PCTOK Poccum no npegoctaBfieHUIO
rocyflapCTBeHHOM YCAyrn Mo JINLEH3UPOBAHUIO AeATeNbHOCTM MO pa3paboTke U
MPOW3BOACTBY CPEACTB 3aluTbl KOH(UAEHUMANbHOW WHMOopMaunn. YTBepXaeH
npukasom ®@CTIK Poccum ot 12 niond 2012 r. Ne 84.

14. CneymanbHble TpeboOBaHUS W pPeKOMEHJAUUM M0 TEXHWYECKON 3awjuTe
KOH(UAeHUNabHO NH(hopmaLymm (CTP-K). YTBEPXAEHbI NprKa3om
["ocTexkomuccuu Poccum
o1 30 aBrycta 2002 r. Ne 282.

15. TpeboBaHWA 0 3awWuTe MHMOPMALMK, He COCTaBASAKOLEN rOCyAapCTBEHHYHO
TailHy, cogepxalencs B  roCyfapCTBEHHbIX WH(POPMALMOHHBLIX  CUCTEMAX.
YT1BepxaeHbl npukazom ®CTIK Poccum ot 11 deBpans 2013 r. Ne 17.

16. TpeboBaHWA 0 3awWmMTe MHMOPMaLMK, COAepXKallencs B UH(POPMALMOHHbIX
cucteMax 06LLero nonb3oBaHuA. YTeepxaeHbl npukaszamy ®Cb Poccun 1 @CTIK
Poccun
ot 31 aBrycta 2010 r. Ne 416/489.

17. TpeboBaHMA K cucTEMaM OOHapY>KEHUS BTOPXEHWU. Y TBEPXKAeHbl NMPUKa3om
®CTIK Poccum ot 6 fekabps 2011 r. Ne 638.

18. PykoBogAwmiA  [OKYMEHT.  [eOMH(OpMaLMOHHbIE  CUCTEMbl.  3aliuTa
MH(opMaLMM OT HeCaHKLMOHMPOBAHHOTO foctyna. TpeboBaHuMa NO 3awuTte
nHdopmauymn. YteepxxgeH CTIK Poccum, 2008.

19. PyKoBOAAWIMIA AOKYMEHT. 3alimMTa OT HEeCaHKUMOHMPOBAHHOIO [AocTyna K
nHpopmaumn. Yacte 2. MNMporpamMmHoe obecrneyeHne 6a30BbIX CUCTEM BBOAA-BbIBOAA
NMepCcoHasIbHbIX 3/IEKTPOHHO-BbIYMCAUTENbHBIX MalvH. Knaccuukaumsa no ypoBHIO
KOHTPONA OTCYTCTBUA HeAeKNapupoBaHHbIX BO3MOXHOCTEN. YTBepxaeH PCTIK
Poccum 10 okTabpsa 2007 T.

20. Mpukas ®AMNCU npu MpesungeHte Poccuiickon depepaumyt 0T 13 MIOHSA
2001 r.
No 152 «O6 yTBEPXAEHUM WHCTPYKUMM 06 opraHusaumm u obecneyeHuu
6esonacHOCTM XpaHeHWs, 00paboTKM W Mepefjayn MO  KaHanam CBA3U  C
MCMO/Ib30BAHMEM  CPefACTB  KPUNTOrpauueckoinm  3awutbl  WHpOpMauum c
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OrpaHWYeHHbIM  [OCTYNOM, He  COAepXXalleil  CBefeHWW,  COCTaBMAOLWMX
roCyiapCTBEHHYO TaHy».

21. Mpukas ®CBb Poccum ot 9 dheBpansg 2005 1. Ne 66 «O6 yTBEpPXAEHUM
MonoxeHnsa 0 pa3paboTke, MNPOU3BOACTBE, peanusauuMm U 3Kcnayartauuu
LUMPOBa/IbHBIX (KPUNTOrpagMyecKnx) CpefcTs 3aLnTbl MHOPMaL NN,

22. TOCT P MCO/M3K 13335-1-2006 MHhopmaunoHHas TexHonorus. Metogpl
W cpeactea obecneveHus 6esonacHocTM. Yactb 1 KoHuenuus u mogenu
MeHe[PKMeHTa  6e30MacHOCTM  WMHMOPMAUVOHHBIX U TeIeKOMMYHUKALMOHHbIX
TEXHO/I0M i

23. TOCT P NCO/M3K TO 13335-3-2007 WMHMOpMaLNOHHAA TexXHOMorus.,
MeToabl 1 cpeacTBa obecrieyeHus 6esonacHocTu. Yactb 3. MeToabl MeHeLKMeHTa
6e30MacHOCTN UH(OPMALNMOHHBIX TEXHOOM I

24. TOCT P NCO/M3K TO 13335-4-2007 WHpOpMaLNOHHAsA TexXHOMorus.
MeToab! 1 cpeacTBa obecneyeHns 6esonacHocTU. YacTb 4. Bbibop 3aWMUTHBIX Mep

25. TOCT P NCO/M3K TO 13335-5-2006 WMHMOpMaLNOHHAA TexXHOMorus.,
MeTogbl ¥ cpeacTBa obecreyeHus 6e3onacHocTn. Yactb 5. PyKoBOACTBO nO
MeHe>KMeHTY 6e30MnacHOCTH CeTu

26. TOCT P WCO/M3K 17799-2005 WHMoOpMaALUNOHHasa  TEeXHONOrus.
MpaKTU4yeckne npasmna ynpasneHns NHPOPMaLNOHHON 6e30NacHOCTbLIO

27. TOCT P MCO/M3K 15408-1-2008 MHhopmaunoHHas TexHonorns. Metogpl
W cpefctBa obecneyeHns 6e3onacHocTu. Kputepun oOueHKM 6e30nacHoCTU
MH(OPMALMOHHbIX TeXHoNorui. Yacte 1 BeefgeHre v obuias Mogenb

28. TOCT P MCO/M3K 15408-2-2008 HhopmaunoHHas TexHonorus. Metogpl
W cpefacTtea obecneyeHns 6esonacHocTu. Kputepun oueHKM  6e3onacHoCTU
MHOPMALUMOHHbIX  TexHosormi. Yacte 2.  ®PyHKUMOHaNIbHblE  TpeboBaHWSA
6e3onacHocT

29. TOCT P MCO/M3K 15408-3-2008 MHhopmaunoHHas TexHonorns. Metogpl
W cpefctBa obecneyeHns 6e3onacHocTU. Kputepun oOueHKM 6e3onacHoCTU
MHDOPMaLMOHHbIX TeXHoNormin. Yactb 3. TpeboBaHMs 4oBepns K 6e30MacHOCTM

30. TOCT P 34.10-2001. "MNHmopmaumnoHHaa TexHonorus. Kpunrorpaguyeckas
3awmTta  mHpopmMauun. Tlpoueccbl (OPMUPOBAHUA W MPOBEPKM  3NEKTPOHHON
undposor nognucu™

31. TOCT P 34-11-94. "WH(opmaunoHHasa TexHonorus. Kpuntorpaduyeckas
3awmTa MHpopMaLmmn. PyHKUNA XaLWMpoBaHNa"

32. TOCT P 50922-2006 3awmuta uHGpopmaymn. OCHOBHble TEPMUHbI W
onpegeneHusa. PoctexperynumposaHue, 2006.

33. TOCT P 56103-2014 3awmTa nHdopmaumn. ABTOMATU3NPOBaHHbIE CUCTEMBbI
B 3aluLLeHHOM ucnonHeHun. OpraHusauma v cofepxxaHve paboT no 3awute oOT
npefAHaMepeHHbIX CUNOBbLIX 3/1EKTPOMArHUTHbLIX BO3AENCTBUA. O6LLMe MONOXKEHUS.
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PocctaHpapT, 2014.

34. TOCT P 56115-2014 3awwunTa nHpopmaunn. ABTOMaTU3MPOBaHHbIE CUCTEMbI
B 3allulieHHOM ucnonHeHnn. CpefcTsa 3aliUTbl OT NpegHAMEPEHHbIX CU0BbIX
3/IEKTPOMarH1THbIX BO3gencTeuiA. Obwue TpebosaHus. PocctaHgapT, 2014,

35. TOCT P MCO/M3K 15408-1-2012 ViH(hopmaumnoHHaa TexHonorua. Metogpl
W cpefctesa obecneyeHns 6esonacHocTu. Kputepun oueHKM  6e3onacHoCTU
MHDOPMaLMOHHbLIX TexXHoNnornii. Yacte 1 BeegeHve n o6was mogenb. PocctaHaaprT,
2012.

36. TOCT P MCO/M3K 15408-2-2013 VIH(hopmaumnoHHas TexHonorna. Metogpl
W cpefctsa obecneyeHns 6esonacHocTW. Kputepun OueHKM 6e3omacHoOCTU
MHOPMALMOHHbIX  TexHosnormi. Yacte 2.  ®PyHKUMOHaNbHblE  TpeboBaHWA
6esonacHocTK (npsamoe npumeHeHne ISO/IEC 15408-2:2008). PocctaHaapT, 2013.

37. MeTtoguka onpefeneHns akTyasbHbIX Yrpo3 6e30nmacHOCTM MNepCOHaIbHbIX
[aHHbIX NpY nX 06paboTKe B MHPOPMALMOHHBIX CUCTEMaX MepPCOHasIbHbIX AaHHbIX.
Y1BepxaeHa PCTIK Poccun 14 hepans 2008 .

38. COOpPHMK BPEMEHHbIX METOAMK OLEHKMN 3aLMLLEHHOCTU KOH(UAEHLMANbHOM
MH(OPMaLMM OT YTeUYKU NO TEXHUYECKMM KaHanaM. YTBepXaeH ocTexkommuccuen
Poccuu, 2002.

39. TOCT P 50922-2006 3awwuta uHGpopmaumn. OCHOBHblIE TepPMUHbI U
onpepgeneHusa. PoctexperynuposaHue, 2006.

40. TOCT P 51275-2006 3awmta uHGpopmaymm. O6BLEKT WHPOpMATU3ALMUN.
dakTophl, BO3JeNCTBYOLME Ha  MHMOpMaLuo. Ob6wme  NONMOXKeHUS.
PocTtexperynuposaHue, 2006.

41. COOpHUK BPEMEHHbIX METOAMK OLEHKN 3alWLLeHHOCTU KOH(PUAEHLMANbHOMN
MH(OPMaLMM OT YTEeYKM MO TEXHUYECKUM KaHalaM. YTBepXaeH [ocTexkoccuel
Poccuu, 20mm02.

42. TpeboBaHMA 0 3allMTE MH(OPMALUKN, HEe COCTaBMSAOLLENA FOCYAapCTBEHHYHO
TailHy, cogepxawencs B  roCyfapCTBEHHbIX  WH(POPMALMOHHBLIX  CUCTEMAX.
YTBepXaeHbl npnkazom ®CTIK Poccum ot 11 despans 2013 r. Ne 17.

43. Mepbl 3alUTbl  MHMOOPMAUUM B TOCYAAPCTBEHHbLIX WH(POPMALMOHHbIX
cuctemax. YteepxaeHbl ®CTIK Poccum 11 despans 2014 .

44. MeTofnyecKMe peKoMeHAauuy Mo TeXHWYeCKOM 3alimTe MHgopMauuu,
COCTaB/IAOLLEN KOMMeEPYECKYHO TailHy. YTBepxieHbl ®CTIK Poccum 25 pekabps
2006 T.

B) nporpamMmmHoe obecneyeHue: cneynann3npoBaHHoOE nporpamMmmHoe
obecneyeHune ANA NPOBEPKN 3alIMLLLEHHOCTH I'IOMELLI,eHI/II7I OT YTEeUKM |/|Hdpopmau,|/||/| no
dKYyCTU4YECKOMY WU BI/I6p0aKyCTI/I'-IeCKOMy KaHa/laM, CchneunanbHbIX VICCJ'IG,EI,OB&HI/IVI
CcpeacTs BbIYNCUTENBHON TEXHUKMU;

F) 6a3bl OaHHbIX, I/IHdJOpMaLI,VIOHHO-CI'IpaBOLIHble N TOUNCKOBbIE CUCTEMDI:

www.fstec.ru;www.gost.ru/wps/portal/tk362.
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http://www.gost.ru/wps/portal/tk362

4.2.3. lNepuognyeckme n3gaHua:
1 Chip/Uun: XXypHan 0 KOMMbIOTEPHON TeXHWKe A8 npodeccuoHasnoB K

OMbITHBIX M0JIb30BaTeNEN;

2. 3awmta nHgopmaummn. NHcang: VIHGhopmaLnoHHO-METOAMYECKUIA XY PHa

3. WHpopmaumoHHas  6e30nacHOCTb  PervoHoB:  Hay4yHO-MpaKTUYeCcKuid
XypHan

4. Bonpocsl KnbepbesonacHoCTH. HayuHbliA, NepuoanYecKuni,
MH(OPMALMOHHO-METOAMYECKUIA XYpHan ¢ 6a30BOi cneuunanusaumen B 0651acTu
MH(opMaLmMoHHOW 6e3onacHocTu.. URL: http://cyberrus.com/

5. be3onacHoCTb MHMOPMALMOHHBIX  TEXHOIOTUIA. Mepunognyeckunii
peLeH3npyeMblii Hay4YHbld XXypHan HUAY MNP, URL: http//bit.mephi.ru/

4.2.4. SNeKTPOHHbIE NCTOYHUKWN:
1 ®depepasbHaa cnyxba no TeXHUYECKOMY W 3KCMOPTHOMY KOHTPOSIHO

(PCTIK Poccun) www.fstec.ru

2. VHdopmauunoHHO-cripaBoYHas cuctemMa Mo [OKYMeHTaM B 06/1acTu
TEXHWYECKOW 3anTbl MH(opMaLmm www.fstec.ru

3. O6pasosaresibHble MopTasibl MO PasfMiHbLIM HanpasfeHUAM 06pa3oBaHUs U
Tematuke http://depobr.gov35.ru/

4. CnpaBoYHO-NMpaBoBad cuctTema «lapaHT» » www.garant.ru

5. ®enepanbHblii nopTan «Poccuiickoe obpaszoBaHme www.edu.ru

6. PefepanbHbli MpaBoBOM noptan «HOpnanyeckas Poccus»
http://www.law.edu.ru/

7. Poccuiickuin buomeTpryeckunin noptan www.biometrics.ru

8. ®depepasbHbIin noptan  «W/HdopmaLMoHHO- KOMMYHUKaLUNOHHbIE
TexHonorum B ob6pasosaHum» htpp\\:www.ict.edu.ru

9. Calt Hay4HoW aneKTpOHHOW 6ubnmotekn www.elibrary.ru
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5. KOHTPOJ1b N1 OLUEHKA PE3YJIbTATOB OCBOEHUHA
NMPOPECCNOHAJIBHOIO MOAY 1A

Koj n HaumeHoBaHMe

NpogeccoHanbHbIX U

06LMX KOMMETEHLNIA,
(hopMupyemble B pamKax

MoAy NS

MK 2.1. OcyulecTBnATbL
YCTaHOBKY U HaCTPOWKY
OT/Ae/bHbIX
NporpaMMHbiIX,
nporpamMmmHo-
annapaTHbIX CPesCcTB
3aWmnThl MHOPMaLUK.

MK 2.2. Ob6ecneumsatb
3aWmnTy MHopMaLmmn B
aBTOMaTU3MPOBaHHbIX
cucTemax OTAe/IbHbIMM
NpPOrpaMMHbIMM,
nporpamMmmHo-
annapaTHbIMK
cpeacTBamu.

MK 2.3. OcyulecTsnsaTb
TecTUpoBaHue yHKLNiA
OTAefNbHbIX
NpPorpamMmMmHbIX ©
nporpamMmmHo-
annapaTHbIX CpesCcTB
3aWmnTbl UHGOPMALLMK.

KpuTtepum oLeHKM

JemMoHCTpnpoBaTb YMeEHUS U
NpakTuyecKne HaBblKU B
yCTaHOBKe U HacTpolike
OTAeNIbHbIX MPOrpamMmMmHbIX,
nporpamMmmHo-annapaTHbIX
CPeACTB 3aluThbl
NH(opmaLmm

[leMoHCTpMpoBaTh 3HaHWA U
YMeHUA B 06ecreyeHnn
3aWmnTbl MHDOpPMaLMK B
aBTOMaTU3MPOBaHHbIX
cucTeMax OTAeNbHbIMM
nporpaMMHbIMN,
nporpaMMHo-annapaTHbIMK
cpeacTeamu

BbinonHeHve nepeyHs pabot
Mo TECTMPOBAHMNIO PYHKLWI
OTAEeNbHbIX MPOrpaMmMHbIX 1
nporpammHo-annapaTHbIX
CPefCcTB 3aLmThl
NH(opMauuu
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MeToAbl OLIEHKM

TecTupoBaHue,
3K3aMeH KBaIM(PUKaALUOHHBIN,
3KCnepTHOe HabnaeHne
BbINO/IHEHMS 1a60PaTOPHbIX
pabor,

3KCNepTHOE HabnaeHne
BbINO/HEHMNS NPAKTUYECKNX
pabor,

OLLeHKa peLleHus
CUTYaLMOHHbIX 3ajad,

OLeHKa npovecca
pe3ynbTaToOB BbIMO/HEHMS
BMOB paboT Ha NpakTuKe
TecTMpoBaHue,

3K3aMeH KBa/IM(PUKaLUOHHBIN,
JKcnepTHOe HabnoLeHne
BbINO/IHEHMS 1a60PaTOPHbIX
pabor,

3KCNepTHOE HabnaeHne
BbIMO/HEHMNS NPAKTUYECKNX
pabor,

OLLeHKa peLLeHus
CUTYaLMOHHbIX 3afad,

OL|eHKa npotecca u
pe3ynbTaToOB BbIMO/HEHMS
BUAOB paboT Ha NpakTuKe
TecTMpoBaHue,

3K3aMeH KBa/IM(UKALVOHHBIN,
JKcnepTHOe HabnoLeHne
BbINO/IHEHNS N1a60PaTOPHbIX
pabor,

3KcnepTHOE HabnoaeHne
BbIMO/HEHNS NPAKTUYECKNX
pabor,

OLLeHKa peLLeHus
CUTYaLMOHHbIX 3afad,

OL|eHKa npotecca u
pe3ynbTaToB BbIMO/HEHMS
BUAOB paboT Ha NpakTuKe



MK 2.4. OcyulecTBnsaTb
06paboTKy, XpaHeHune 1
nepegayy MHMopmaLmm
OrpaHM4yeHHOro focTyna.

MK 2.5. YHnutoxarb
NH(opMaLMIo 1
HOCUTENN MH(hopMaLnKn C
NCMo/b30BaHMEM
nporpaMMHbIX U
nporpaMmmMmHo-
anmnapaTHbIX CPeACTB.

MK 2.6. OcyulecTBnsaTb
perncTpaumo 0CHOBHbIX
Cob6bITUI B
aBTOMAaTU3MPOBaHHbIX
(MH(OpPMaLNOHHBIX)
cucTeMax, B TOM Yucne ¢
MCNONb30BaHNEM
NPOrpamMmmMmHbIX U
nporpamMmmHo-
annapaTHbIX CPesiCcTB
06Hapy»eHus,
npesynpeXxaeHus u
NNKBMAALUN
nocneacTBuin
KOMMNbIOTEPHBIX aTak.

MposBNATH 3HAHUSA, HAaBbIKN U
yMeHusA B 06paboTKe,
XpaHeHuun n nepejaye
MHOPMaLMK OrpaHNYEHHOro
AocTyna

[eMoHcTpauns anroputma
nposeseHns paboT no
YHUUTOXEHUIO MH(opMaLmm
N HOCUTENEN NH(opMaLun ¢
MCMONb30BaHNEM
NPOrpamMmmHbIX ¥
nporpammHo-annapaTHbIX
cpeacTs

MposBNATb 3HAHUS U YMEHUS
B 3aliuTe
aBTOMaTMU3MPOBAHHbIX
(MHOPMALMOHHBIX) CUCTEM
C UCNONb30BaHNEM
NPOrpaMmHbIX U
nporpammHo-annapaTHbIX
CpesCcTB 06HapyXXeHus,
npesynpeXxxaeHns u
NNKBUZALUN NOCNeACTBUIA
KOMMbIOTEPHBIX aTak
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TecTMpoBaHue,

3K3aMeH KBaSIM(UKaLVOHHBIN,
JKCnepTHOE HabnoLeHne
BbINO/IHEHNS N1a60PaTOPHbIX
pabor,

3KcnepTHOE HabnaeHne
BbIMO/HEHUS NPAKTUYECKNX
pabor,

OLLeHKa peLLeHus
CUTYaLMOHHbIX 3ajad,
OL|eHKa npotecca u
pe3ynbTaToB BbIMOHEHMS
BUAOB paboT Ha NpakTuKe

TecTMpoBaHue,

3K3aMeH KBa/IM(PUKaLUOHHBIN,
JKcnepTHOe HabnoLeHne
BbINO/IHEHMS 1a60PaTOPHbIX
pabor,

3KCNepTHOE HabnaeHne
BbIMO/HEHNS NPAKTUYECKNX
pabor,

OLLeHKa peLLeHus
CUTYaLMOHHbIX 3ajad,
OLLeHKa npovecca u
pe3ynbTaToOB BbIMO/HEHMS
BUAOB paboT Ha NpakTuKe
TecTMpoBaHue,

3K3aMeH KBaSIM(UKaLVOHHBIN,
JKcnepTHOe HabnLeHne
BbINO/IHEHNS N1a60PaTOPHbIX
pabor,

3KCnepTHOE HabnoaeHne
BbIMO/HEHUS NPAKTUYECKNX
pabor,

OLIEHKa peLueHus
CUTYaLMOHHbIX 3ajad,
OLleHKa npovecca u
pe3ynbTaToB BbIMO/HEHMS
BUAOB paboT Ha NpakTuKe



cDOprI, a TakKXXe MEeTO/bl KOHTPOJ1A N OLEHKN PE3Y/IbTATOB 06yLIeHI/I$I OOJ/DKHbI

MO3BOJIATb MPOBEPATb

y oby4alolmuxcs He

TOMIKO  CHOPMUPOBAHHOCTb

I'IpO(*JeCCI/IOHaJ'IbeIX, HO W pasBnUTnE 06IJJ,VIX KOMI'IGTBHLI,I/IVI n 06ecneq|/|Barou_\|/|x nXx

YMEHUIA.

OK 01. BbibupaTb
Croco6bl peLleHns 3agau
npoeccroHanbHOM
[eATeNIbHOCTH,
NPUMEHUTENBHO K
Pa3IMYHbIM KOHTEKCTaM.

Ol 02.0cyLecTBNATbL
MOWCK, aHaNn3 u
NHTepnpeTawlmio
NH(opMaLun,
HeobXoAMMOW NS
BbIMOJIHEHUA 33/a4
npoeccroHanbHoOM
LeaTeNnbHOCTH.

OK 03. MNnaHupoBatb u
peann3oBbIBaTh
cobCTBEHHOE
npoeccroHanbHoe 1
NIMYHOCTHOE pasBUTHe.

OK 04. PaboTarthb B
KO/NINIEKTUBE U KOMaHJe,
3(h(PeKTMBHO
B3aMMO/eNCcTBOBaTb C
Konneramu,
PYKOBOZCTBOM,
K/IMeHTaMu.

OK 05. OcyuecTBnATh
YCTHYIO ¥ MUCbMEHHYHO
KOMMYHMKaUNI0 Ha
rocyfapCTBEHHOM fA3blKe
C y4eTOM ocobeHHOCTeN
coumnanbHoro un
KY/IbTYPHOTO KOHTeKCTa.
OK 06. MposasnaTb
rpaXKgaHcKo-
NaTpruoTUYECKYHO
nosunuutio,
[AEeMOHCTPUPOBaTh

- 060CHOBAHHOCTb
NMOCTaHOBKM Lienn, Bbibopa U
NMPUMEHEHNA METOA0B U
CNoco60B peLleHuns
npotheccnoHanbHbIX 3aaad;

- a/leKBaTHas OLeHKa U
caMoOLeHKa 3P eKTUBHOCTHU
1 KayecTBa BbIMO/HEHWNS
npotheccnoHabHbIX 3aga4

- UCMNO/b30BaHNe PasINUHbIX
MCTOYHMKOB, BKNKOYas
3/1IEKTPOHHbIE PeCypChbl,
mMeamapecypcsl, VIHTepHeT-
pecypcbl, Nepuomyeckme
n34aHnsa no cneymanbHoCTH
ONA peLleHmns
npogeccrMoHanbHbIX 3aaa4

- AeMOHCTpauus
OTBETCTBEHHOCTM 32
NPUHATbIE PeLleHms

- 060CHOBaHHOCTb
camoaHamn3a 1 KoppekLums
pe3ynbTaToB COOCTBEHHON
paboTbl;

- B3aMMOJeiiCcTBMe C
obyuatoLmmucs,
npenogasaTtensMu u
macTepamu B Xofe 06yyeHus,
C PYKOBOAUTENSIMMN YUYEOHON
1 NMPOU3BOLCTBEHHOM
NpaKTuK;

- 060CHOBaHHOCTb aHann3a
paboTbl YNIeHOB KOMaH/bI
(MOAYNHEHHBIX)
-rPaMOTHOCTb YCTHOW ©
NMUCbMEHHOW peyn,

- AICHOCTb (hOPMYNUPOBAHUA
1 U3NOXKEHUS MbICNENn

- cobnrogeHvie HOpM
noBejeHMs BO Bpems
Yy4eOHbIX 3aHATUI 1
NPOXOXAEHUS Y4eBHON 1
MPOU3BOACTBEHHOW NPaKTUK,
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WHTepnpeTaums pesynbTaToB
HabMoaeHNI 3a AeATeNbHOCTbIO
o6yyatoLlerocs B npotiecce
0CBOEHUS 06pa30BaTeNbHOM
nporpaMmbl

JKcnepTHOE HabMoeHNe U
OLleHKa Ha nabopaTopHo -
NPaKTUYeCKNX 3aHATUAX, NpK
BbINO/HEHMM PaboT MO y4ebHOIA
1 NMPOV3BOLCTBEHHOM
npakTuKam

3K3aMeH KBaIM(UKaLMOHHbI



0CO3HaHHOE MoBefjeHue
Ha OCHOBe
TPaanLMOHHBIX
o0bLlevenoBeyecKmx
LIEHHOCTEN.

OK 07. CopgeiicTBoBaTb
COXPaHEHNIO
OKpYyXXatoLLeii cpegbl,
pecypcocbepexxeHunto,
3(h(PeKTMBHO
[eincTeoBath B
upe3BblyaliHbIX
CUTyaUusX.

OK 08. Ncnonb3oBaTb
cpeAcTBa puU3nyecKoi
KYNbTYypbl 415
COXpaHeHMs 1

yKpenneHus 340p0oBbs B

npouecce
npoeccroHanbHoOM
[eATeNbHOCTU U
noajepxxaHue
Heo6X04MMOro YpPOBHS
(hn3myeckoli
MOArOTOB/IEHHOCTW.
OK 09. Ucnonb3oBaTb
NH(OPMaLMOHHbIE
TEXHO/IOTUN B
npoeccroHanbHO
[eAaTeNIbHOCTH.

OK 10. Monb3oBaTbCH
npoeccroHanbHO
[IOKYMeHTaumen Ha
rocyiapCTBEHHOM K
NHOCTPaHHOM $3blKax.

- 3 heKTUBHOCTb
BbIMO/HeHUA npasun Thb Bo
Bpems y4ebHbIX 3aHATUIA, Npu
NPOXOXAEHUN YYEBHOW ©
MPOW3BOACTBEHHON NPaKTUK;
- 3HaHWe ¥ UCMo/b30BaHNe
pecypcocbeperatoLmx
TEXHO/I0rnin B 06n1acTu
TeNeKOMMYHMKaL Wi

- 3)heKTMBHOCTb
BbINoNHeHNs npasun Tb BO
BpeMs y4ebHbIX 3aHATUIA, Npu
MPOXOXAEHUN YHEOHOW 1
MPOW3BOACTBEHHON NPaKTUK;

- 3(h(PeKTUBHOCTb
MCNONb30BaHMS
NH(OPMaLMOHHO-
KOMMYHMWKaLNOHHbIX
TEXHO/IOT N1 B
npoeccroHanbHO
[eATeNbHOCTH COrnacHo
(hopMUPYEMBIM YMEHUAM U
nonyyaemMomy
NpPaKTUYeCKOMY OMbITY;

- 3(h(PEeKTUBHOCTb
MCNoNb30BaHUA B
npoeccroHanbHO
[eaTenbHOCT He06X04MMO
TEXHUYECKON [OKYMeHTaLuK,
B TOM YWC/e Ha aHTIMACKOM
A3bIKe.
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PELEH3UNA
Ha pabouyto nporpammy no MNMM. 02 3awmnTa MHHOPMaLUKN B aBTOMATU3NPOBAHHbIX CUCTEMAX
NnporpamMmmMHbLIMU 1 NporpaMMHo-annapaTHbIMU cpefcTBamun ana cneunansHoct 10.02.05
ObecneyeHne NHPOPMALMOHHO 6e30MacHOCTN aBTOMAaTU3NMPOBAHHbIX CUCTEM,
paspaboTaHHyto npenogasaTtenem Kanmbiykoro dvnnana roOY W BO «MoCKOBCKWiA
roCyAapCTBEHHbIN ryMaHUTapHO-3KOHOMUYECKMIA yHBepcuTeT» KaTpukosa LL.HO.

MpeactaBneHHas pabouyas nporpamma  Npog)ecCMOHaNIbHOTO  MOAyns — «3almTa
MHOpMaLMM B aBTOMATU3MPOBAHHbLIX CUCTEMAax MPOrpamMMHbIMU U NPOrpaMMHO-annapaTHbIMM
CpefAcTBaMuM» paspaboTaHa B COOTBETCTBUM C TpeboBaHUAMK DeaepasbHOro rocyfapCTBEHHOMO
obpasoBaTe/qlbHOro  CTaHgapta no  creyuansHoctv  CMO  10.02.05  Ob6ecneyeHne
NHMOPMALMOHHON  6e30MacHOCTM aBTOMAaTU3MPOBAHHbLIX CUCTEM.

CTpykTypa pabouyeli nporpammbl COOTBETCTBYET CTPYKType MNPMMEPHbIX MNporpamm
y4eOHbIX ANCLMIMINH CPeHEro npodeccnoHanbHOro 06pasoBaHus.

PeueH3mpyemas paboyass nporpaMMa npotecCMOHaIbHOro MoAyns WMeeT YETKYH
CTPYKTYPY M BK/IHOUAET BCe HEOOXOAMMbIE KOMMOHEHTI.

B nacnopte pab6ouyeit nporpammbl onpegeneHa 0651acTb NPUMEHEHWUS MPOrpaMMbl,
OTPaXEHO MeCTO MpPO(EeCCUOHANBHOIO MOAYNA B CTPYKType 06pa3oBaTeflbHOM MporpaMmbl,
packpbiBalOTCs  Lenu, 3afayv  AUCUUNAUHBI - TpeboBaHMA K pe3ynbTataM OCBOEHUA
NpogeccMoHabHOro Moay .

O6beM npodeccroHanbHOro Moayns, BUAbl y4ebHOW paboTbl, TeMaTUYECKUA NiaH U
COAEpXXaHne MNpoMeccCUOHaNbHOr0  MOAYNS  PacKpbIBAOT  CTPYKTYpPYy W cofepxkaHue
NPOECCUOHANbHOrO MOAYNS.  YKasaHHble 00beM 4acOB MaKCMMalbHOW, 0653aTeflbHOi
ayAUTOPHON  Yy4YeBHOW  Harpysku, MPakTUYECKUX 3aHATUIA, CaMOCTOSTENbHON  paboTbl
obyyaroLmxca 1 opmMa NPOMeXyTOYHON aTTecTauuy COOTBETCTBYIOT yyeOHOMY nnaHy. Bugbl
CaMOCTOATE/IbHOM PaboTbl NO3BONAIT MPUBUTL 00YHAIOLWMUMCSH YMEHMS 1 HaBbIKW B OBNajeHUN,
M3yYeHnn, YCBOEHWM W CUCTeMaTM3auMn NpuobpeTaeMbIX 3HaHWI B npouecce 06y4yeHus,
o6ecneynTb BbICOKUI YPOBEHb YCMeBaeMoCTU B nepuoj obyyeHus. B TemaTuyecKoM MnaHe u
COepXXaHUM MpogecCMOHa/IbHOTO MOLYNSA  PackpbiBaeTcs MNOCNeA0BaTeNlbHOCTb U3YYeHUs
pa3fenoB M TeM NpoOrpaMmbl, MOKa3bIBAKOTCA pacrpefefieHne y4yebHbIX 4YacoB MO pasjenam,
TeMaM W YKa3blBaeTC YpPOBEHb OCBOEHWA. [WAaKTUYECKME efuHULbBI, OTPaXEeHHble B
COAepXXaHWM y4yebHOro MaTepuana, HanpaBneHbl Ha KayeCTBEHHOE YCBOEHMe Y4ebHOro
matepuana. [And nNpuobpeTeHMs MPaKTUYECKUX HaBbIKOB U MOBbIWEHNSA YPOBHA 3HaHWiA
NpeLyCMOTPEHbI MPaKTUYECKME 3aHATUS.

Ycnosus peanusauum  NpogiecCMOHaNbHOrO  MOAYNS  ONpefenstoT TpeboBaHMA K
Heo6X0AMMOMY  MaTepuasibHO-TEXHUYECKOMY 06ecrneyeHUt0 K 0060py[oBaHWIO  y4e6HOro
KabnHeTa M TEXHUYECKMM CpefAcTBaM 06yyeHus. MHGpopmaynoHHoe obecriedyeHne obyyeHus
COLEPXMUT COBPEMEHHbIN MNepeyeHb PeKOMeHAYeMbIX YYeOHbIX U3AaHWiA, LONOHUTENbHOM
NNTepaTypbl U MHTEPHET-PECYPCOB.

KOHTpoNb ¥ OueHKa pe3ynbTaTOB OCBOEHUSA NPOMEeCCUOHANLHOI0 MOAYNSA COAEPXUT
pe3ynbTaTbl 00y4YeHMs, (DOPMbl M MeTOAbl KOHTPONA W OLEHKU pe3ynbTaToB 00y4veHus,
KOTOpble OCYLLECTBASAKTCA MpenofjaBatenemM B MpoLEcCe MNPOBEAEHMA PasINYHbIX (POpM
y4eOHbIX 3aHATUNA.

PeueH3upyemas paboyas nporpaMMa  pekOMeHAyeTca  Ans  peanusauum B
obpasoBaresibHOM MpoLiecce.

PeueHseHT: Nvpxn-rapses b.b. , npenogasatens KaimbiuKoro
thmnunana dreoyn BO «MOCKOBCKWI

rOCYAapCTBEHHbIN IyMaHUTapHO-3KOHOMUYECKWIA
YHUBEPCUTET



PELLEH3UNA
Ha paboyyto nporpaMmMy nNpogeccuoHasbLHOro Moay s
MM 02 3awmTa nHpopmaumy B aBTOMaTU3MPOBAHHbIX CUCTEMaX MPOrpaMMHbIMU 1
nporpaMmmHo-anmnapaTHbIMI cpefcTBaMu, Ana cneymansHocT 10.02.05 ObecneyeHne
MH(OPMALMOHHON 6e30NacHOCTN aBTOMATU3MPOBaHHbIX CUCTEM, pa3paboTaHHYO
npenogasateneM Kanmbiukoro punmana ®reOY M BO «MOCKOBCKUIA rocyAapCTBEHHbIN
ryMaHUTapHO-3KOHOMUYECKUI YHMBepcuTeT» KaTpukosoi L,.HO.

MpencTaBneHHas paboyasa nporpamMma npodeccroHansHoro mogyns MM 02 3awmta
NH(OpMaL MM B aBTOMATU3MPOBaHHBIX CUCTEMaX NPOrpamMmmHbIMKU U MPOrpamMMHO-annapaTHbIMM
cpeAcTBaMu  pa3paboTaHa € yyeToM Tpe6oBaHuii  PepepanbHOrO0  rocyfapCTBEHHOMO
obpas3oBarte/ibHOro crTaHgapTa CpefHero npoeccMoHanibHOro 06pasoBaHMs MO CreumanbHOCTH
10.02.05 O6ecneyeHne NHPOPMALMOHHOW 6e30NacHOCT aBTOMaTMU3NPOBAHHbIX CUCTEM .

CTpykTypa paboyei nporpaMmbl COOTBETCTBYET CTPYKTYype nporpaMm
NpotheccnoHanbHbIX  MOAYNel CcpefHero npogecCMOHaNbHOr0O 06pasoBaHMA  Ha  OCHOBE
®efepabHbIX FOCYAapCTBEHHbLIX 06pa3oBaTenbHbIX cTaHgapTos CI10.

B nacnopte paboueli nporpaMmbl onpegeneHa 06/1acTb MPUMEHEHUS  NPOrpaMMmbl,
onpefeneHbl Lenun v 3afaqyv npodeccroHabHOro Moayns, TpeboBaHNA K pesynbTaTtaMm OCBOEHUA
NpogeccMoHanbHOro Moayns.

CopgepxaHve nporpammbl HarpaBfieHO Ha npuobpeTeHne O06y4YalOWMMUCA 3HAHWNA,
YMEHWIA, HanpaBfeHHbIX Ha (OopMMpoBaHMEe O6WMX W MPOMECCUOHANTbHBIX KOMMETEHLUHN,
onpegeneHHblx ®rOC CIO no cneymnansHocTh 10.02.05 ObecneyeHre WHGHOPMALVNOHHOW
6e30nacHOCTN aBTOMATU3MPOBAHHbLIX CUCTEM W COOTBETCTBYET 006bEMY 4acoB, yKa3aHHOMY B
paboyem y4yebHOM nnaHe.

MatepuranbHO-TeEXHMYECKOe ObecrneyveHne BKIKOYAaeT  Haluuyme Yy4yebHOro KabuHeta u
nabopaTopun, OCHaLLLeHHbIX 060pYyL0BaHUEM U TEXHUYECKUMUN CPeLCTBAMU 00YUEHNS.

NHhopmaLoHHoe obecneveHne 06yUYeHNA COLEPXUT NnepeveHb COBPEMEHHbIX Y4eOHbIX
N3LaHWIA, LONONHUTENbHOW IMTePaTypbl U MHTEPHET-PECYPCOB.

KOHTpO/Mb M OueHKa pe3ynbTaToB OCBOEHUA MPOMECCMOHANbHOTO MOAYNA COLEPXKMUT
YMEHUS, 3HaHUA, MpodeccroHasnbHble U 00Line KOMMETEHUUNU, (OPMbl, MEeTOAbl KOHTPONS
OLLeHKMN pe3ynbTaToB 00yYeHWUs U OCYLLEeCTBASETCA NpenojasBaTefieM B MpoLecce NpoBefeHus
pasINUHbIX (HOPM YUEBHbIX 3aHATUIA.

Paboyass nporpamma MNO3BOAWT  CTyfeHTaM B  [OCTaTOYHOW Mepe  OCBOMUTb
NpoeccnoHanbHbIM MOAYb, OBMajeTb OOWWMMKM M NPOdecCUOoHaNbHBIMU  KOMMETEHLMAMY,
HeobXo4UMbIX N5 KaYeCTBEHHOro OCBOEHWA MPOrpamMmbl MOArOTOBKW CMELMANUCTOB CPeLHEro
3BeHa.

Pabouas nporpamma MM 02 3awmTa MHOPMALMN B aBTOMATU3NPOBAHHbIX CUCTEMax
NporpamMMHbLIMKM 1 MNpOrpammMHo-annapaTHbIMKM cpeacTBaMmn, Ana cneyuansHoctn 10.02.05
O6ecreyeHne MHHOPMaLMOHHONM 6e30MacHOCTM aBTOMATU3MPOBAaHHbLIX CUCTEM PEKOMEHAYeTCs
K npuMeHeHuWto B yyebHOM npouecce Kanmbiukoro tunmnana ®reOYW BO «MoOCKOBCKWIA
roCyAapCTBEHHbIN FYMaHUTapHO-3KOHOMUYECKNIA YHUBEPCUTET».

PeueH3eHT: 4 a Arees C.C., 3amMeCcTUTeNb Haya/ibHMKa O0TAeNa
obecneyeHuns AeAaTeNbHOCTU, MPOTUBOLENCTBUS
KOppynuuu, Kagpos W 3alnUTbl MHHOpMaLMK
MuHucTepcTBa PUHAHCOB Pecny6nkn KanMmbikus



